Register of personal data processing operations
Data Protection Officer: EC-GH-EDCTP3-DATA-PROTECTION@ec.europa.eu

Reference
number

Name of processing operation

General description

Purpose of the processing

Controler

Joint Controllers / Processors

Categories of Data Subjects

Holders of access rights

Processed data and legal basis

Specific legal basis

Restriction(s)

Recipients of the data

Duration of data retention

Security of the data

Privacy Policy to be published

DPO-01 Human resources

This processing operation consists of collecting.
didate

tables, pre-

Data are processed for the purpose of organising

Processor: European Commission, in particular the

Candidates for TA, CA and trainee positions.

Health EDCTP3 JU Legal and Data Protection

Global Health EDCTP3 JU Executive Director; Global

Personal data:
- Profession: Public Interest Artice 5.1 (a) of
Regulation 2018/1725;

- Education: Public Interest Artice 5.1 (a) of
Regulation 2018/1725;

- Personal details: Public Interest Article 5.1 (a) of
Regulation 2018/1725;

- Personal characteristics: Public Interest Article 5.1
(a) of Regulation 2018/1725).

1) Council Regulation (EU) 2021/2085 establishing the Global Health EDCTP3 U, in particular

Articles 37, 38 and 43;

2) gulation, in particular Articles d
of

86 of the Conditions of
z

3) Service Level Agreements signed between the Global Health EDCTP3 JU and the European
Commission (DG Human Resources);
4) Global Health EDCTP3 JU Implementing Rules for TA: Global Health EDCTP3 JU Governing

Possble restrctions as aid down in Artcle
25 Regulation 2018/1725 can apply.
Global Health EDCTP3 JU Governing Board
Gecision n*18/2023 aying down internal

Global Health EDCTP3 JU Staff members:
Appointed members of the selection

replying to access requests or other
consultations on data protection aspects
from the HR Officer), Executive Director (in

mmittee, Human Resources Officer, Data
Protection Officer (only for the purposes of

10 years from the end of the period worked by a
recruited applicant;
special categories of personal data falling under Article

e aneed-to-
know basis;

Data kept according to the security measures adopted by the European
Commission;

certificates of staff members. These are directly
sent to the medical service of the European
Commission in accordance with the procedure
established.

examination.

(contractors or subcontractors) under direct or
framework service procurement contracts
(Belgium); Secured IT data base (Joint Sickness.
Insurance Scheme) (Belgium).

contractual staff,relatives of the data subject.

Global Health EDCTP3 JU Administration &
Financial Support staff.

of Regulation 2018/1725;

- Personal details: Public interest Artcle 5.1 (3) of
Regulation 2018/1725.

of the EU 3

2) Articles 12(2)(d), 13(2) and 82(3) of the Conditions of Employment of other servants of the
European Communities;

3) Service Level Agreements signed between the Global Health JU and the EC.

laying down internal rules concerning the
restriction of the right of access of data
sublects to their medical files.

European Commission (Medical service).

4 years (except if a dispute and appealis underway)

P
regard to the risks inherent in the processing and
to the nature of the personal data concerned.

Officer(s); Special categories of personal data: it b
reserve lsts, ec. Chandrainees. Payment of individual Enitlements (PMO). Global Health EDCTP3 JU staff members appointed | (processing under control of oficlal authority of | ¢ oy geryants of the European union (CEOS); processing of personal dataiin the PMO, DG Human Resources and Security. [ are stored untilthe end of the selection process, then | regard to the risks inherent in the processing and
in the selection committee. ‘;’:‘;"‘:“::Z:ﬁ“:f;;T(‘;”::;::“V‘a‘:’;‘:” 12%): 1) Global Health EDCTP3 1U Implementing Rules for CA: Global Health EDCTP3 U Governing the Global experts, including tothe nature of the personal data concerned;
oo o 79(2)ofthe | Health EDCTP3 UL staff committee representatives, asisting Signature of absence of conflct of nterest.
d Conditions of of the European U the Global Health EDCTP3 JU, if appointed
- Hesith dta:Atice 11 of Regulation 2018/1725 |1 €PIOYMENt of contact staf employed under the termsof Aricle 3a thereor, members of the selection committee.
(processing under control of official authority or
when the processing is authorised by Union law),
Public Interest Article 5.1 (a) of Regulation
2018/1725,
Personal data:
- profession: Public Interest Article 5.1 (a) of
Regulation 2018/1725; 1) Council Regulation (EU) 2021/2085 establishing the Global Health EDCTP3 JU,in particular 2 years ftr the closure o the slection processfo
- Education: Public Interest Article 5.1(a) of Attcles 37, 38 and 43; (Global Health EDCTP3 JU taff members; |2 Y42 3167 e closure of the selecton process tor
Regulation 2018/1725; 2 gulation, in particular Articles 86 of the Conditions of Appointed members of the selection PP ven ppeals orl
- Personal detals: Publc e 5.1(a) of mmunities (CEOS); Possibe restrictions a laid down in Article | committee, Human Resources Offcer,Data | PToC2SAIn8* S vearsafter the final o ale 2need-to:
This processing operation consists of collecting Global Health EDCTP3 JU Executive Director; Global | Regulation 2018/1725; 3) Global Health EDCTP3 JU Implementing Rules for TA: Global Health EDCTP3 JU Governing |25 Regulation 2018/1725 can apply. ( purposes of g NS
£ Data kept according to the security measures adopted by the European
Selection and recruitment of temporary agents ndldates P pataare purpose of organising Candidates for TA, CA and trainee positions Health EDCTP3 U Legal and el Publc fes " Visons on Global Health EDCTP3 JU requests or other for applicants placed on a reserve lst but not recruited: | Commission;
lection reports, witten tests, Officer(s); (a) of Regulation 2018/1725. the engagement and use of temporary staff under Article 2(7) of the Conditions of Empl decision n° internal rules data protection aspects htt bout-
oPO.0102  |(TA), (non- the selection and recruitment procedures for TA, | Global Health EDCTP3 JU N/A sending their application following publication of a the data are kept for the period of validity of the reserve | Obligation of confidentiality of the staff;
renitod camos) interview questions,offersfor posts, short lsts, | 1 % £ /o% 1 bl et ECTE 1 vaconey e Global Health EDCTP3 U Human Resources Oficer; of Other Servants of the European Union. concerning restictions of certain rights of | rom the HR Offcr), Executiv Director in |11 /712 ' =8 v Roproptine techal . ghingdue us/legal-notice-and-privacy_en
reserve lsts, etc. Special retention time applies to Global Health EDCTP: 4) Global Health EDCTP3 JU Implementing Rules for CA: Global Health EDCTP3 JU Governing | data subjects n relation to processing of | case of a second interview). e th ks inharons m ahe rocesing ot
non-recruited candidates. in the selection committee. - Health data: Artcle 11 of Regulation 2018/1725 Article 79(2) of the perts, INOING {1 o of personal data fllng under Artce |60 nture of the personal dotaconcernod,
{processing undier control of ofical authority or | Conditons of Employment of other Servantsof the European Union, governing the conltions | functioning of the Globa Health EDCTP3 L. staff committee representativs,asssting | 10728 *TEROUE W ovioon 00 BN 0l EEEE (0 08 FARte D00 PEon e et
hen the law), of Article 3a thereof. the Global Health EDCTP3 JU, if appointed . health daral,
:;;.!; Ieres rile 1) of Regution membersof the slecton committee. |00 vy e deeted
Personal data:
- Profession: Public Interest Article 5 a) of External evaluators or experts asisting the
Regulation 2018/1725); Global Health EDCTP3 U: Appointed
- Education: Public Interest Article 5 2) of members of the selection committee;
Regulation 2018/1725); Possible restrictions as laid down in Article | the Global Health EDCTP3 JU Executive staff dealing with this processing operation i designated on a need-to-
- Personal details: Public Interest Artcle 5 a) of 25 Regulation 2018/1725 can apply. Director; Know basis;
Tales preseection reportsselcton reperte. | 03t23r€ purpose of organising P - Personal characteristis: Public Interest Artcle 5 by decision n*18/2023 aying down internal | Appointed members of the selection data; Commission; . bout.
DPO-0103 | Selection and recruitment of nterims g g " o |he selection and recruitment procedures for | Global Health EDCTP3 Ju Interim staff selected via an external contractor. d 2) of Regulation 2018/1725). rules concerning restrictions of certain | committee, Human Resources Offcer, Data [ years after the end of the selection procedure: Obligation of confidentiality of the staff;
written tests, interview questions, offers for posts, Global Health EDCTP3 U Human Resources Offcer; Resources and Security) with an external contractor. us/legal-notice-and-privacy_en
hors s megatve lttors e interims at the Global Health EDCTP3 JU. Processor: Randstad Belgium SA systems (Belgium). Clobal Heath EDCTPS 1 stff membert appointed rights of data subjects in reltion to Protection Offcer (only for the purposes of  rofession, Education, Personal characteristics, Personal | Appropriate technical and organisational security measures, ging due
e s Special categories of personal data: processing of personal data in the replying to access requests or other detals, Health data. regard to the risks inherent in the processing and
- Juridic data: Article 11 of Regulation 2018/1725 of the Global data protection aspects tothe nature of the personal data concerned;
(processing under control of offical authority or Health EDCTP3 U from the Human Resources Officer); signature of absence of conflct of nterest.
when the processing is authorised by Union law), External contractors under framework
Public Interest Artcle 5.) of Regulation contract with the European Commission
2018/1725; Randstad
1) Council Regulation (EU) 2021/2085 establishing the Global Health EDCTPS JU,in particular
Artcles 37, 38 and 43;
- Profession: Publc Interest At 5.1 (a) of 3)Global Health EDCTPS U Implementing Rulesfor TA: Gobl Health EDCTP3 JU Governing | - -EV12ton 2018/1725 can apply. know basis;
i < candidates. Regulation 2018/1725; o P on lobal Health EBCTP3 JU Governing Board Data kept according to the security measures adopted by the European
), The Global Health EDCTP3 JU does not consider | o1 1 Processed forthe purpose of organising Global Health EDCTP3 U Human Resources Officer,| - “AUC3110M: PUBIC Interest Artice 5.1 (2 of the engagement and us of temporary saff under Articl 2() of the Conditions of Employment | €912 1"18/2023 layng down internal | o1 e E0CTP3 U stff members: |7 ays: rofession, Education, Personal characteristics, | Comission; ttps://www.
0P0-01.04 the selection and recruitment procedures for TA, | Global Health EDCTP3 JU no Spontaneous applicants Regulation 2018/1725; rules concerning restrictions of certain
personaldata (such as | 20 2% P nE Feer Adminisration staffand Communication Team | "(EUTOR IR ety of | of Other Serants of the European Union (CEOS); s of ot Subcts n et 1o Human Resources Officer. Personal details Obligation of confidentiality of the taff; notice-and-privacy_en
(spontaneous applications) CV)is ot stored and is deleted after 7 days. . g 4) Global Health EDCTP3 JU Implementing Rules for CA: Global Health EDCTP3 JU Governing 4
Regulation 2018/1725; = 792 ofthe |Processng of personal data in the regard to the isks inherent in the processing and
- Personalcharacteritics: PublicInterest Atele 5.1 ¢, iions o Employment of other Servants of the European Union, governing the conditions | 127K ofthe functioning of the Global to the nature of the personal data concerned.
(a) of Regulation 2018/1725 . Health EDCTP3 U
o of Article 3a thereof;
5) Framework contract HR/R1/PR/2019/023 signed by the European Commission (DG Human
Resources and Security) with an external contractor
Procedures put in place to ensure safety, health
and welfare of Global Health EDCTP3 JU taff; Pre- The medical files are kept at the
recrutment medical examination; Annual and Processors: European Commisson, and in Personal data Commission's medical services. Commission Access on a need-to-know basis; Obligation of confidentialit of the staff;
sroois i retmeden h::m i e worga oo et ot particuar DG HR; EC extermal Sevice providers [ eyt | 1903 Health EDCTPS 1U Human Resources Ofcer; - Family composition: Public nterest Article 1.2 | 1 3 oo o0 ,specific | Decision (£U) 2019/154 of 30 January 2019 | Global Health EDCTP3 1U saff; .
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Register of personal data processing operations
Data Protection Officer: EC-GH-EDCTP3-DATA-PROTECTION@ec.europa.eu

Staff appraisal, probationary reports,

Personal data s collected to assess the

Processors: European Commission (DG HR); IT Tool

Personal data
- Education: of

1) Articles 34,43, 45 and 46 of the EU Stalf Regulations and article 10(3) of Annex Xil;

2) Aticles 14, 81, 84 and 87 of the Conditions of Employment of Other Servants;

3) Council Regulation (EU) 2021/2085 establishing the Global Health EDCTP3 JU, in particular
Artcles 37;

4) Decision n” 36/2023 of the Governing Board implementing Article 43 of the Staff Regulations

Regulation 2018/1725);
- Personal details: Public interest Artice 5 ) of

] Article 44 of for Temporary.
Agents (Appraisal TA);
5) Decision n°37/2023 of the Governing Board implementing Article 87(1) of the Conditions of

The medical files are kept at the
Commission's medical services. Commission

Global Health EDCTP3 JU Human Resources
staf

10 years after termination of employment o the last
pension payment: Personal characteristics, Personal

o

d

regard to the risks inherent in the processing and to the nature of the

personal data concerned;
D

Regulation 2018/1725;
- Personal characteristics: Public Interest Article 5.1
(2) of Regulation 2018/1725.

contract with the European Commission
Global Business Travel.

regard to the risks inherent in the processing and
to the nature of the personal data concerned.

o
0PO0106 | Evaistonofsaf recissiatonof ot andemsrsyagens, | (IS L O ST |ttt eoces oo ffce o Admissionsnd |ttt | Gobeoh EOTFS 0 s s e el EmploymentofOther St o e Eurspen Ulonand mpementing et prgah of | 8 C IR0 e 0 e e, s s of Toves s it s fthsaft | TSN °
renewal of contracts. g Article 44 of the Staff Regulations (Appraisal CA); reclassification, the Staff and Joint Obligation the staff;
development or reclassification needs. Payment of Individual Entitlements (PMO) 3) of Regulation 2018/1725); N restriction of the right of access of data member and any dependents: Education.
rafecsion s meren At s 2 of 6) Decision n° 34/2023 of the Governing Board implementing Artile 54 of the CEOS objects v thts el e reclassification committees operation i designated on a neectto-know basis;
Regulation 2018/1725) (Reclassification TA); D the
7) Decision n*35/2023 of the Governing Board implementing Article 87 (3) of the CEOS office until their destruction.
(Reclassification CA).
peronadta:
- Education: Public interest Article 5.1 (a) of European Commission and its services: \ppropriate d
Regulation 2018/1725; Internal Audit Service, Medical Service and regard to the risks inherent in the processing and to the nature of the
- Financial information: Public interest Article 5.1 .
ioal eath £0CTP 0 argemen 1), 12:216) 05210 Conons ofEmployment f tvr St Commisionbecion (EU) 20135430 e e for Admimsiaionand Pyt
rooror | ersnstmesat st Ctecton f st docy reimen, poesing G emloymen oo et ot Frocesortopean Commisin, ST 0 | et CTFS s tporry s, |l Heoh ECTF3 0 Rsurces offcer] S0 KBNS 1 )y ament anedbowee o o el EDCTFS 3 th uopen | s 203 o dow e |of i Entemers i) 10 yers s he exction of g f h | 229 XC0An 0 he securty mesuresspted by the uropen .
g 4 J contractual staff, dependants of the data subject. | Global Health EDCTP3 U Administration & : Commission (DG HR) and the Office for Administration and Payment of Individual Entitlement | concerning the restriction of the right of | Global Health EDCTP3 JU d
appraisal. development, contract termination Scheme) (Belgium) Financial Support taff, Regulation 2018/1725; (PMO) access of Finance team Obligation staff, thi
Sepaaecotrl: ffc for Adinittionsnd rona charcentics: ublc nerst Al .1 Frcewamforrsminenrt peratonidesgnted ons e 10kt bl
Payment of Individual Entitlements (PMO). (a) of Regulation 2018/1725; EDCTP3 JU’ Human Resources Officer. e ina
- Profession: Public interest Article 5.1 (a) of office until their destruction.
Regulation 2018/1725.
g the entment o sl and
o
gens and o sgets. T spcit v
personadtar
include: 1- Marriage of an agent; 2-Marriage of 2 - Family composition: Public interest Article 5.1 ()
il s gen; . it of o hld o o v e compoon:
Serious finess of the spouse; 5 Very serious iness - persona detais Public nterest Arice 5.1 (a) of
ofa<hld . Sos s of s - e
Regulation 2018/1725;
lness of an ascendant; - Personal characteristics: Public Interest Article 5.1
& e of e spoue 5 Desth o e during Jerns s
maternity leave; 10- death of a child; 11- Dead of 1) Articles 57-60 EU Staff Regulations; Eurapean Commisson and s sevices
e et caegrieofprsne e 3 Seace et et S sewee ¢ Gl ey TP 1 o he EC (5 ;| Pl Dcion (L) 0115420 O, Human Resources, DG LT oo conecions s el e
; g The purpose of this processing activity is the Global Health EDCTP3 JU staff: temporary staff, | Global Health EDCTP3 JU Management; - uridic data: Article 11 of Regulation 2018/1725 I | sanuary 2019 laying down internal rules | Global Health EDCTP3 U Staff members: | N + 4 years for all types of processed data; g
unvemunerated externalativity; 16- Convocation | 15 TP SR8 SR ALS | Global ealth E0CTPS U Processors European Commission, n particular the | & o2\"h EFCTES W Star empor Clobal Hoath EDCTP 10 Human Recources Offcer. | (rocessing ander controlof ofea nathorty or |©) 69031 Health EDCTP3 1U Governing Board decision n°6/2022 adopling by anlogy EC concerning the resiricion ofthe ght of | Line Managen, Humen : v Paper file is archived in alocked cupboard; no
to the court / judiciary; 17- Cure; 18- Move; 19- entitlements. Human Resources (Medical service); IT Tool . when the processing s authorised by Union law); Decisions including EC Decisions €(2013)9051 on leave, C(2016)9720 on part-time work, access of data subjects to their medical files. | the Global Hz;hh EDCTP3 JU Executive. Obligation staff;
Election outside the duty station; 20- Participation SYSPER (Belgium). and Public Interest Article 5.1 (a) of Regulation " | €(2022)25 on working time, €(2013)9020 on maternity leave, C(2010)7572 on parental leave and Director. operation is designated on a need-to-know basis.
in an examination / competition / selection 2018/1725; €(2010)7494 on family leave.
riazed b 50,y o Comanty st o :
Asency; 21- Traning; 22- Bxercse of an elective - Health data: Aricle 11 of Regulation 2018/1725
public offce; 23- Looking for a job at the end of (processing under control of official authority or
e cotsct 2. Trveltime.-specil e’ 25 (rocesinguner onaof it surorty o
ot wik 5. Frily s 7 Teminaton :
bl e A 5.0 of Rgon
ltuncion; 8. Cancelationf an vl 1 e
oo t h st o the o
oncened 25 Fosponement of sl e 30
Fe: 5. prmanenc ofsnd e
-~
- Profession: Public Interest Article 5.1 (a) of
Regulation 2018/1725;
- Personal details: Public Interest Article 5.1 (a) of
Regulation 2018/1725;
i S—— L R —— - —
(a) of Regulation 2018/1725. e o ‘Commission Decision (EU) 2019/154 of 30 | PMO, DG Human Resources, DG DIGIT; secure connections and firewalls;
g po— P 3] e el Arcments sned between e Gt Heslt E0CTFS A and e € (06 HB
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DPO-01-08-b) |Sick leaves. P g purpose 3 sick leave | Global Health EDCTP3 JU 4) Global Health EDCTP3 JU Governing Board decision n"6/2022 adopting by analogy EC N + 4 years for all types of data processed. no
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2018/1725.
T procesing sty s when g the
ottt xcptoraeaves,ssenes
ermanorics s tomporay g and o
aere. Toe emeptont e e ot perona gt 1) s 760 St Regltions; e oo s s
it are not limited f this proce - Profession: Public Interest Article 5.1 (a) of 2) Articles 11, 16, 18, 58, 91 of the Conditions of Employment of other Servants; PMO, DG Human Resources, DG DIGIT; | and technical d
baens s parmans 10 son e oot oo s e oo | Goba et 03 1 Procesrs Euope Conmicon, n gt the | O Helh E0CTP 10 . tmpory s, |l Heath SOCTP 1 nsgeans o et ot s A 5351 | Gl oot £ oo e oo /202 wpirs oy srogr £ wa il ekt EOCTPS S MBS | 1 ypes fdota proesed e e lohed cpbrs o
I ol s Health EDCTP3 JU iFthe G Human IT Tool contractual st: traine Global Health EDCTP3 JU Human Resources Officer. Regulation 2018/1725; £C D 013]9051 on leave, . Line Manager, Human Resources Officer; Obligation of staff;
of Easter), participati by staff e rights are to be adapted. SYSPER (Belgium). - Personal Public le 5.1 €(2022)25 I3 , C parental leave and the Global Health EDCTP3 JU Executive operation is designated on a need-to-know basis.
unions. The exceptional leaves, absences and (2)of Regulation 2018/1725. €(201017494 on family leave. Director
i do okl o h el e
feves and et s grated o sl
e, ot e s rco s st
Personal data:
- Education: Public Interest Article 5.1 (a) of
Regulation 2018/1725); Possible restrictions as laid down in Article
peronal dtais cllected i rderto determine e © " A1 | ) s 270 s euaions 2 Reaaton DUB/728 0 00l copeoncommisins s Aoprptae i nd errsatona ety e gingde
the ips, Separate contraller: Office for Administration and Global Health EDCTP3 JU Executive Director, Global | - Financial information: P\;bll: Interest Article 5.1 2) Service Level Agreements signed between the Global Health EDCTP3 JU and the European decision n°18/2023 laying down internal PMO, DG Human Resources, DG DIGIT; personal data concerned.
DPO-01-09 Salary collected by the HR Offcer and sentto the establishment of financial rights, paying the Global Health EDCTP3JU Payment of Individual Entitlements (PMO). Global Health EDCTPS U saff: temporary staf, Health EDCTP3 JU Human Resources Officer; (a) of Regulation 2018/1725); Commission (DG HR) and the F140; rules concerning restrictions of certain Global Health EDCTPS JU Staff members: 10 years after the extinction of all rights of the staff Data kept according to r?;e security measures adopted by the European no
relevant Commission service (PMO) which will salaries and allowances to Global Health EDCTP3 JU contractual staff; relatives of data subjects. Global Health EDCTP3 JU Administration & . 3) Global Health EDCTP3 JU Governing Board decision n° 6/2022 on the adoption of the Line Manager, Human Resources Officer;
process the data in order to determine the <taff, Financial Support staff. - Profession: Public Interest Article 5.1 (a) of the Staff rights of data subjects in relation to the Global Health EDCTP3 JU Executive. ‘member and any dependants. Commission;
Regulation 2018/1725); processing of personal data in the Obligation of confidentiality of the staff; Staff dealing with this processing
Tl gt of e sl member et to A 7 40068 o o £ Sl Reulins and AFs 1 nd 3ot Arn orectr
- personaldetas Public Iterest Anice 5.1 () of | e © framework of the functioning of the Global operation i designated on a need-to-know basis.
Regulation 2018/1725); Health EDCTP3 JU.
- Personal characteristics: Public Interest Article 5.1 €12004)13644 on household allowance-
(a) of Regulation 2018/1725).
e A o st 0 0t s S desling it s rcesin perion's et e -
R e o | A s s e o R
S lectonofcontactdetals ad mesing s et o e e nests ot Famentof i Enilements (MO | Gova e MO, | i e cOCTP 1 Admion |70 PUME ISR AT 1810 ) Gt et 0CTRS ) e s Govering o duciion -6/202 n e o Europen Commison and s seies, |10 yeas o all ypesf dta e trmiatonof | oo .
. - Financial Support staff. " application by analogy of the Guide to missions and authorised travel adopted by Commission PMO deadlines for appeal and/or budget discharge. Obligation of confidentiality of the staff;
reimbursement files, travel orders. travel expenses and daily subsistence allowance. agency which cooperates with the European External staff: trainees and interim staff. - Personal details: Public Interest Article 5.1 (a) of
Commission Decision €(2017)5323. External contractors under framework Appropriate technical d




Register of personal data processing operations
Data Protection Officer: EC-GH-EDCTP3-DATA-PROTECTION@ec.europa.eu

Global Health EDCTP3 JU Executive Director; Global

- Characteristics of domicile: Legal obligation
Article 5.1(b) Regulation 2018/1725;

- Education: Legal obligation Article 5.1(b)
Regulation 2018/1725;

Regulation 2018/1725;

- Financial information: Legal obligation Article
5.1(b) Regulation 2018/1725;

- Personal details:Legal obligation Article 5.1(b)
Regulation 2018/1725;

- rofession: Legal obligation Article 5.1(b)
Regulation 2018/1725.

- Family composition: Legal obligation Article 5.1(b)|

1) Treaty on the Functioning of the European Union;
2)Tile I of the Staf Regulations;

Union

3) Articles 11 and 81 of the Conditions of Employment of Other Servants of the European

Possible restrictions as laid down in Article

Global Health EDCTP3 JU Executive

Global Health EDCTP3 JU staff members:

saf member concernd,Lne manser, ot s .
Fomnadets s rocsed forthe sl purposof Heah E0TFS A e D Protction 4] Counc Regiation €0) 0212005 estalshig e Gl Heth €OCTP . prictr |23 842000 075 anao | i, uman esures e oo s
prevention st mansgomen f conficsor | OGN srenin decratons of o o e o e bl ot TP 1 cogements ool categores o g st a2y s s down | Thetener bl Tedecaraions o ek v
-~ oot interests signed |10 e members m order to Global Health EDCTP3 3U o Global Health EDCTP3 JU staff: temporary, bl Hoalth E0CTP3 0 Homen ) Guidelines o the prevention and management of conficts ofnterestin €U decentralised | (S22 E L e BRSO FEUE - interest submited by the Global Health |y ctcontrae Commission; o
e statf members ofthe Global Health EpcTP3 su |2 3l Global Health EDCTP3JU staff members ensure the handling ina ransparent and contractual; relatives of data subjects. Resourcon Officer, ticle 10 10 December 2013; s of ot subjctsm etion 1o EDCTP3 JU Executive Director shall be. P d
when they take up duties. consistent manner of situations where conflicts of Global Health ED(‘TPBJU Governing Board, Global 52 (b) Regulation 201: tof to Article 110 (2) of the Staff Regulations processing of personal data in the available for public scrutiny with due regard to the risks inherent in the processing and
interest may arise. Health EDCTP3 JU Administration & szn(’nal for exercising specific controller nghls/ebllgaﬂnns €(2023) 7993 final of 17 Nevember 2023; framework of the functioning of the Global respect to the applicable EU rules on to the nature of the personal data concerned.
Support staff. under employment, social security or social 7) Global Health EDCTP3 JU Implementing rules: Governing Board decision n” 3/2024 adopting Health EDCTP3 JU. protection of personal data and access to
protection law); Legal obligation Amcle 5.1(b)of |rules on the prevention and management of conflicts of interests of the staff members of the documents;
regulation. 2018/1725 ; Global Health EDCTP3 JU; the Global Health EDCTP3 JU Governing
8) Article 61 of the EU Financial Regulation and Article 27 of the Global Health EDCTP3 JU Board.
- Political preferences: Article 10 §2 (b) Regulation | Financial Rules.
2018/1725 (processing necessary for exercising
specific controller rights/obligations under
emoloymnt soual sty or ol rtection
law); Legal obligation Article 5.1 (b) of Regulation.
2018/1725;
- Trade union membership: Article 10 §2 (b)
Personal data: 1) EU Staff Regulations: Articles 55; s ——
staff is collected horize the -~ Personal details: Public interest Article 5.1(a) 2) Article 110(2) EU Staff Regulation;
il embers o feiime " ireworking | Gova eath 20T 1 amen tesmneety o PR ).t et ECTFS o Resres ffcar, B0 725 3) ol Helt 0CTP3 10 implementng e v man esotes Ot ne managr " Y555 et o ety mesres odopedy the Euroan "
contract agents. hours registered in SYSPER by the staff member. g - - Profession: Public interest Article 5.1(a) decision n"25/2022 on working time. g Commioion,
Regulation 2018/1725. 4)Service Level Agreements signed between the Global Health EDCTP3 JU and the EC (DG HR).
- Personal details: Public interest Article 5.1(a)
Regulation 2018/1725;
- Profession: Public interest Article 5.1(a)
e e o s pocesing peaton s 10 RN KIBITLS e s
ranage gl stndardied nd centaed amicompodtor:
framework all temporal aspects of a jobholder's
Hamework with espct o th anagenent and i anestto
Managemen of he tlwrkingequess and
anaeementofhe eloworng e0ues | orng o the mlemntaton f elewerins SRT—— ot et themehes: g o sces oo bass
tools and devices for the performance of telework. In particular, the treatment consists in identifying Processor: European Commission services (DG Global Health EDCTP3 JU Staff: temporary, Global Health EDCTP3 JU Management; thh data: Article 10 §1 (b) Regulation and rectify thelr own data In SYSPER; 10 years after the extinction of all rights Data kept according to the security measures adopted by the European
DPO-01-13 Teleworking. the persons authorized to telework according to | Global Health EDCTP3 JU N/A Global Health EDCTP3 JU Staff members: Commission; no
St members e ganted cces o ot Haman R ool YPER (g, | onracta e, nerms ol eath E0CTP 0 uman Resutes O 01 of e s mermber an any depnns
ool i hey e et a et for various criteria such as the possibilities of Sp!m controlles vights/obligations under 1) Article 110(2) EU Staff Regulation; the Global health EDCTP3 JU Executive Secure transfer of data;
eworking teleworking, the interest of the service or the. ot 2) Global Health EDCTP3 JU Implementing rules: Global Health EDCTP3 JU Governing Board Director, Line Managers. Health data the principles of
otatan o th persn. Th perons concerd mplment el sty o sl proteton | st Haman resrces Ot
have the possibility of making a request for torm disabilty  liness. Arice 102 (1) 3)Service Level Agreements signed between the Global Health EDCTP3 JU and the EC (DG HR)
telecommmutingethe e o rutrs i
e Resultion 2018/175 processin s necessaryfor
s the purposes of preventive or occupational
e, or o msesment o o working
opacity ot rplvee, meicl dngross, the
Srovison o hesthor sl o resment o
Possil resricions s downinArile
il 15,012 of he Protocol 7 o ch Prlege ol Hei EDCTP3 10 EccuiveDirctr it 25 Regation 2018/ 1725 o ol
“nd mminiteof o Evapean Uion e 10 et EDCTP3 10 Legal and ota Protection Gl Helth EOCTP 1 Governng Bord
Collecting Global Health EDCTP3 JU staff personal | the Treaty on the Functioning of the European Officer(s); Personal data: decision n* laying down internal
Communication of Global Health EDCTP3 U saff | o) e . e Global Health EDCTP3 JU staff: temporary, Global Health EDCTF U Management; - Personal details: Public interest Article 5.1(a) Article 15,al.2 of the Protocol n* 7 on the Privileges and immunities of the European Union lesconterning restrcions of corn ot the EU Member st (neloding bot
DPO-01-14 personal data to governments of EU Member Global Health EDCTP3JU no contractual. ’ Regulation 2018/1725; annexed to the Treaty on the Functioning of the European Union states that “the names, grades 10 years after end of contract Secure transfer of data. no
peor wpon e, offcils a3 it semts ncuded et ol Heni EOCTP3 10 Hurman R s | tothe ey e Europen U o of o bt nrelton o | not e tominitis andPemanent
of e b e, i such cteore sl s communited s e, Frofesson Pl s of il nd thersrvants e i processngt pesonl e |tresenttons)
periodically to the governments of the Member Global Health EDCTP3 JU Administration & o P v & . framework of the functioning of the Global
s Firancitsugport st Hoalth E0CTP 0, n prtcur A
3(1)(g).
T p——
2. ata rs rocssed n he rameworkof businss
contnityoincse of st recovery susion it this aneeoto-
3. ote ar procsed o mmedite ot Heth EOCTFS 1 e oo e
communiationshoutbusiness ity and ot T —
et g et et (e, nd e e gt et 2 et gt sty e e e s
2700115 | useot e mobile e mumbr ™ e oo nestnsocresss oo Commsion st et SOBANESNE0TP 0l ooy, "Gkl et COCTP Al nchrof | a1 G008, et eocTe2.10 0 prctn " chrgeof stnysecuty 10years o th exencionof any s f h i "
it o mber s o egring ol cveris g contactul sl ) s 156 “Sianl roupof e GH 0cTr3 member

5. Data are processed in the ECAS System to aHow
two-step authentication for access to EC sy

et s o non Gt et E5E773
1U staff, when as far as reasonably ascertainable,
this is for legitimate business purposes and public
interest of the GH EDCTP3 JU,

situations

*non-Global Health EDCTP3 JU staff

* Colleagues
* Non-GH EDCTP3 JU staff

3. Obligation of confidentiaity of the staff;

priate

personal data concerned.

regard to the risks inherent in the processing and to the nature of the

DPO-02 Procurement and Grants

Collecting and processing of data provided by the
applicants, tenderers, contractors and beneficaries

inthe contexto grant d tenders
d

procurement contracts managed by Global Health
EDCTP3JU in accordance with Global Health
EDCTP3 JU's annual work programmes.

Personal data s collected for the award,
management and follow-up of procurement
contracts, grants, prizes and financial instruments
by the Global Health EDCTP3 JU in accordance with
Global Health EDCTP JU's annual work
programmes.

Global Health EDCTP3 JU

Joint controller:

~The European Commission for the management
of procurement

procedures and grant applications;

- Research Executive Agency.

Processor: European Commission systems
(Belgium);

External experts (contractors, intra and extra-
muros) (Belgium).

Tenderers' and applicants' data (in case of legal
entities, their representatives).

Global Health EDCTP3 JU Executive Director; Global
Health EDCTP3 JU staff participating in the
selection of external experts, tender evaluation
committees or grant proposal evaluation panels.

Personal data:
- Education: Legal obligation Article 5.1(b)
Regulation 2018/1725;
- Financial information: Legal obligation Article:
5.1(b) Regulation 2018/1725;
- Personal details:Legal obligation Article 5.1(b)
Regulation 2018/1725;
- Personal characteristics: Legal obligation Article
5.1(b) Regulation 2018/1725;

- rofession: Legal obligation Article 5.1(b)
Regulation 2018/1725.

Special categories of data:
- Juridic data: Article 11 Regulation 2018/1725
(processing under control of official authority or
when the processing is authorised by Union law).
For example, the criminal records or a sworn o
solemn statement made by the interested party
before a judicial or administrative authority, a
notary or a qualfied professional body who
replaced the criminal records if only the document
contains sensitive data. Legal obligation Article 5.1
(b) Regulation 2018/1725.

Artcles 5(2)(a) and 24(1);
2) 2021/695 of the

1) Coundil Regulation (EU) 2021/2085 establishing the Global Health EDCTP3 JU, n particular

establishing Horizon Europe, in particular Artcle 29;

4)Title VIl of the EU Financial Regu:

d of the Council of 28 April 2021

3) Articles 43 and 45 of the Global Health EDCTP3 JU Financial Rules;

5) Title Vil of the EU Financial Regulation (grants).

d Annex | to this

Restriction inthe EU
()

Aiso, Global Health EDCTP3 JU Governing
Board decision n*18/2023 laying down

certain rights of data subjects in relation to
processing of personal datain th
framework of the functioning of the Global
Health EDCTP3 JU, in particular Articles
3(1)(K), (), () and ().

Financil Regulation, i particular Article 162

Global Health EDCTP3 JU;

Intra and extra-

providers (Global Health EDCTP3 JU
contractors);

Global Health EDCTP3 JU Executive
Director;

in the selection of external experts;
European Commission and its services

grant applications (unsuccessful)

Collecting and processing of data provided by the
applicants, tenderers, contractors and beneficiaries
in the context of grant applications and tenders
procedures as well as grant agreements and
procurement contracts managed by Global Health
CTP3 U in accordance with Global Health
EDCTP3 JU's annual work programmes.

Personal data s collected for the award,
management and follow-up of procurement
convsts g, s and financial instruments
 the Global Health EDCTP3 JU in accordance with
G\uba\ Health EDCTP JU's annual work
programmes.

Global Health EDCTP3 JU

Joint controller:
~The European Commission for the
management of procurement
procedures and grant applications;
- Research Executive Agency.

Processor: European Commission systems
(Belgium);

External experts (contractors, intra and extra-
muros) (Belgium)

Tenderers' and applicants' data (in case of legal
entities, their representatives).

Global Health EDCTP3 JU Executive Director; Global -
Health EDCTP3 JU staff participating in the
selection of external experts, tender evaluation
committees or grant proposal evaluation panels.

Personal dat
" Eavesion Lega bligtion Arice 5. 1)
Regulation 2018/1725;

- Financial information: Leza\ obligation Article
5.1(b) Regulation 2018/17

- Personal details: Legal nbllgatmn Article 5.1(b)
Regulation 2018/1725;

- Personal characteristics: Legal obligation Article
B nb) Regulation 2018/1725;

rofession: Legal obligation Article 5.1(b)
Regu\mmnzﬂlﬁ/ﬂ s

Special categories of dats
o dats: Al 11 Regulation 2018/1725
(processing under control of official authority or
when the processing is authorised by Union law).
For example, the criminal records or a sworn o
solemn statement made by the interested party
before a judicial or administrative authority, a
notary or a qualfied professional body whe
replaced the criminal records if only the document
contains sensitive data. Legal obligation Article
5.1(b) Regulation 2018/1725.

Articles 5(2)(a) and 24(1);
2 2021/695 of

1) Council Regulation (EU) 2021/2085 establishing the Global Health EDCTP3 U, in particular

establishing Horizon Europe, in particular Artcle 29

d of the Council of 28 April 2021

3) Articles 43 and 45 of the Global Health EDCTP3 JU Financial Rules;

Restrictior

(y

Also, Global Health EDCTP3 U Governing
Board decision n*18/2023 laying down
internal rules concerning restrictions of
certain rights of data subjects in relation to
processing of personal datain th

4) Title VIl of the EU Financial Regulati
5) Title VIl of the EU Financial Regulation (grants).

Itothis

Global
Health EDCTP3 JU, in particular Articles
3(1)(K), (), () and ().

Fmancal Regutaion, inprticlar rtice 142

Global Health EDCTP3 JU;

valdevs (Global Health EDCTP3 JU.
contractors);

Global Health EDCTP3 JU Executive
Director;

Global Health EDCTP3 JU staff members:
grant proposal evaluation panels, tender

Data collected during the grant awardprocecur rom

taff participating
in the selection of external experts;
European Commission and its services

the closure of the procedure.

retained for 5 years following|

P
regard to the risks inherent in the processing and
to the nature of the personal data concerned;
Secure transfer of data;

Signature of absence of confiict of interest.

us/legal-notice-and-privacy_en

e g with this aneed-to- ts and the
Know basis selection of experts, and managing the execution of
. e Datak security European
g Commission; rant agreements, published in the online Register under
for a period of 10 years folowing the las payment ma
or aperiod of 10 years following the last payment made ©and techmical . DonsCos0er,
under the contract secure connections and firewalls
Data colected during the grant award procedure are ;
Obligation of canfidentility of the staf; Grant management and regisration/validation of participants,
retained or 10years. A regrdsdta colected when = v " stration/ particip
Automated system (Grants management); published in the online public Regiser of the Data Protection
Global Health EDCTP3 JU staff members: | managing the due | oftear or0) ppeis
ran bronoa avluion st ender |hee e rtsind o 30 yer (o the o i vt vt e s s
" i rticipating »
evaluation committees,staff paticipating | payment under the agreement. to the nature of the persona data concerned; The policies are published on the Global Health EDCTP3 U
Secure transfer o data; website: https://www.global-health-edctp3 europa.eu/about-
Signature of absence of conflct of interest. us/legal-notice-and-privacy_en
g with this aneed-to- and the
the
Know basis selection of experts, and managing the execution of
For unsuccessfultenderers, data specfcto the tenderer | 700205 - » &g o
ntra and extra-muros external service are retained for 5 years ollowing th closure of the | - i e mements. e e e Rette wo
" o o e ol - an | Commision: rant agreements, published in the online Register under
procedure; for unsuccessful candidates in response to a - . Donatos0e
intaton o request f paridpate daa spciic o the
s following the closure d
oo e e 180 €195 | Opiigation of confidentiaity of the staf; Grant management and registation/valdation of participants,
s Automated system (Grants management); published in the online public Regster of the Data Protection
due | Officer (0PO) DPR-EC01024,

The policies are published on the Global Health EDCTP3 JU
website: hitps://www global-health-edctp3.europa.eu/about-




Register of personal data processing operations
Data Protection Officer: EC-GH-EDCTP3-DATA-PROTECTION@ec.europa.eu

(selected experts)

Collection and processing of data provided by
individuals for the establishment of 2 database of
prospective independent experts to assist with
tasks managed by the Global Heath EDCTP3 JU
The processing operations performed by the
controller include collection, storage and
evaluation of personal data of the experts

Personal data s collected for the selection and the
management (including reimbursements of
expenses and payment where appropriate] of
independent experts appointed by the Global
Health EDCTP3 JU to advise on or assist with: the
evaluation of proposals, the monitoring of the
implementation of actions carried out under
Horizon Europe, advice or assistance with other
tasks related to Global Health EDCTP3 JU activities.
The processing operations performed by the
controller include collection, storage and
evaluation of personal data of the experts,

Global Health EDCTP3 JU

Joint controller: Online registration
of experts managed by

Research Executive Agency

(REA) via the Funding and Tenders Portal.

Processor: EC external service providers
(contractors or subcontractors) under direct or
framework service procurement contracts
(Belgium).

Experts in case of legal entites, their
representatives),

Global Health EDCTP3 JU Executive Director; Global
Health EDCTP3 JU staff participating in the
selection of

Personal d
-~ Education: Legal obligation Article 5.1(b)
Regulation 2018/1725;

- Financial information: Legal obligation Artcie
5.1(b) Regulation 2018/1725;
~Personal detals: il

1b)

1) Council Regulation (EU)
Articles 5(2)(a) and 24(1);

) 2021/2085 establshing the Global Health EDCTP3 JU,in particular

Regulation 2018/1

- Personal characteristics: Legal obligation Article
5.1(b) Regulation 2018/1725;

~ profession: Legal obligation Article 5.1(b)
Regulation 2018/1725.

2
establishing Horizon Euroy
3) Article 44 of the Global
4) Title VIl of the EU Fina

2021/695 of

d of the Council of 28 April 2021
e, in particular Article 29;

Health EDCTP3 JU Financial Rules;

incial Regulation (grants), in particular Articles 237 and 238,

Possible restrictions as laid down in Article
25 Regulation 2018/1725 can apply.
Global Health Governing Board JU decision
1"18/2023 aying down internal rules
concerning restrictions of certain ights of
data subjects in relation to processing of
personal data in the framework of the
functioning of the

Global Health EDCTP3 JU, in particular
Article 3(1)(K)-

External evaluators or experts assisting the
Global Health EDCTP3 JU;

Global Health EDCTP3 JU staf participating
in the selection of external experts

Global Health EDCTP3 JU Executive
Director;

European Commission and its services
Research Executive Agency via the Funding
and Tenders Portal

) and technical d

, published in the online

10 years after the end of the particular procedure.

secure connections and firewalls;

propriate , giving due.
regard to the risks inherent in the processing and to the nature of the
personal data concerned;

public Register of the Data Protection Officer of the
Commission under reference number DPR-EC-00815.

Automated system (Grants management);
Data k d

selection of experts, and managing the execution of

the security European

Commission;

Obligation of confidentialty of the staff;
e aneed-to-

know basis;

standard clause for the processing of personal data included in the.

contract.

published in the online Regi
reference number DPR-EC-05067.

he policies are published on the Global Health EDCTP3 1U
websie: https://ww global-health-edctp3.europa.cu/about-
usflegalnotice-and-privacy_en

(non-selected experts)

Collection and processing of data provided by
individuals for the establishment of 2 database of
prospective independent experts to assist with
tasks managed by the Global Heath EDCTP3 JU
The processing operations performed by the

Personal data s collected for the selection and the
management (including reimbursements of
expenses and payment where appropriate] of
independent experts appointed by the Global
Health EDCTP3 JU to advise on or assist with: the
evaluation of proposals, the monitoring of the
implementation of actions carried out under
advice

controller include collection, storage and
evaluation of personal data of the experts

other
tasks related to Global Health EDCTP3 JU activities.
The processing operations performed by the
controller include collection, storage and
evaluation of personal data of the experts,

Global Health EDCTP3 JU

Joint controllr: Online reistration
of experts managed by

Research Executive Agency

(REA) via the Funding and Tenders Portal.

Processor: EC external service providers
(contractors or subcontractors) under direct or
framework service procurement contracts
(Belgium)

Experts in case of legal entites, their
representatives).

Global Health EDCTP3 JU Executive Director; Global
Health EDCTP3 JU staff participating in the
selection of

Personal d
- Education: Legal obligation Artcle 5.1(b)
Regulation 2018/1725;

- Financial information: Legal obligation Artcie
5.1(b) Regulation 2018/1725;

- Personal detals: Legal obligation Artcle 5.1(6)
Regulati

- Personal characteristics: Legal obligation Article
5.1(b) Regulation 2018/1725;

-~ Profession: Legal obligation Article 5.1(b)
Regulation 2018/1725.

1) Council Regulation (EU)
Articles 5(2)(a) and 24(1);

) 2021/2085 establishing the Global Health EDCTP3 JU, in particular

2 2021/695 of the
e

stablishing Horizon Euroy
3) Aticle 44 of the Global
4)Title Vil of the EU Finay

d of the Council of 28 April 2021
e, in particular Article 29;

Health EDCTP3 JU Financial Rules;

incial Regulation (grants), in particular Artiles 237 and 238,

Possible restrictions as laid down in Article
25 Regulation 2018/1725 can apply.
Global Health EDCTP3 JU Governing Board
decision n°18/2023 laying down internal
ules concerning restrictions of certain
rights of data subjects in relation to
processing of personal data n the
framework of the functioning of the Global
Health EDCTP3 JU, in particular Article
3(1)(k)

External evaluators or experts assisting the
Global Health EDCTP3 JU;

Global Health EDCTP3 JU staff participating
in the selection of external experts

Global Health EDCTP3 JU Executive
Director;

European Commission and its services
Research Executive Agency via the Funding
and Tenders Portal

) and technical d

, published in the online

5 years after the end of the particular procedure.

secure connections and firewall;
ppropriate , gving due

regard to the isks inherent inthe processing and to the nature of the

personaldata concerned;

Automated system (Grants management);

public Register of the Data Protection Officer of the
Commission under reference number DPR-EC-00S15.

selection of experts, and managing the execution of

Datak ding to the security European
Commission; published in the online Regi
Obligation of confidentialty of the staff; reference number DPR-EC-05067.

aneed-to-

3
Know basis;
Standard clause for the processing of personal data included in the
contract.

The policies are published on the Global Health EDCTP3 JU
websie: https://wwwglobal-health-edctps3.curopa.cu/about-
usflegalnotice-and-privacy_en

DPO-03 Communication activities

Collection and processing of personal data in the

Personal data s processed by Global Health

CTP3 JU to faciltate the organisation and
management of the Global Health EOCTP3 Info
Day, and to coordinate any necessary follow-up
activities. This includes ensuring accountability and
fulfillng communication, transparency, awareness,
education, and promotional objectives.

Personal data:
- dentification data (e.g. name, surname,
organisation): explicit consent Artile 5.1(d) of

The video-recording of the info day will be-
published online.

One year following the last follow-up action of the event

o d
regard to the risks inherent in the processing and to the nature of the

sro0s0ta) |wiodr o e e e | ey e | oo e c0cTr 0 , inch Gl Helth EOCTP.1U [Globa Hesth E0CTPS 1 communicationand el 20185725 . I " e rsetotons ond i | RN, ol ket o st |40 e s err (R TRR———
fomeworkof the el e procesnais e or anaging e €U Sy o1 (06 DGT) o do ‘cams Comct (o5 st i gl T T itz s s e . e amd s on
“upport before, dutng,and e th evnt 1 50 comsent Al 1) of el 201817 il ot bl an s media nd | ™ oo ads
Coverstakingand disributing minuts ot gt VouTue.
disemiating gende, prseratons o reorts,
0 pulshing conten o he el o other media
hannetsincuin sreaming,
f——
e apes an potogapns: ol conent
Article 5.1(d) of Regulation 2018/1725;
- Profession: Public interest Article 5.1(a)
C the is collected to regi Regulation 2018/1725
registration process for Global Health EDCTP3JU | persons for effective management of meetings, - Personal details: Public interest Article 5.1(a) Appropriate technical and organisational security measures, giving due
‘events, processing for organisation of event provide access to the JU event venues, and Processor: external service Regulation 2018/1725. Global Health EDCTP3 JU Communication regard to the risks inherent in the processing and to the nature of the
(participants list, name tags, access control, etc), | maintain participant’s lists as wel as allowing. Persons registered in events or participating in Team; X https://www.
oromar | eion nd rgetion anine registration Global Health EDCTP3 JU z&::l::v,ﬁ:;:l’e‘?Lg;l:s::?:::‘:;e event (incase | " Glabal Health EDCTP3 JU Commurication Team. |y e et data Articles s and 100 0f J— /A Extoreal service providers: 5 years for all types of data processed. zs;o:::::;c::::‘r::?;‘w"g aprsion s e ons e soticeand-prvecy. an
- Health data: (art. 10 §2 (b) Regulation General Public. know bass,
after the end of events; activities and sharing of 2018/1725 (processing necessary for exercising.
‘Sharing data for networking. presentations. specific controller rights/obligations under
emloyment soca s or sl prtection
law]), Explicit consent Article 5.1(d) of Regulation
2018/1725.
Reclplents {"general pubiic’) hwing requested or Appropriate technical and organisational security measures, giving due
i ! fcalleacdorthepuposecf oo oxerna snce (ol consntad o e v Sl Hest S G Helth EOCTP 0 Communication | o th e o th i n 35O 051 | egrd th ks ernt 1t procesang and o h s o he
DPO-03-02 E-newsletter subscription and related information ’ Global Health EDCTP3JU Global Health EDCTP3 JU Communication Team. N/A Team; or until subscriber personal data concerned;
invitations to events, alerts, e-news, and other electronic newsletter via the Global Health EDCTP3 provider to send newsletters. ‘emails, invitations to events, alerts, e-news, - Personal details: Explicit consent Article 5.1(d) of newsletter-subscription
: e 30 00of a1 for st ypesof s prcesang s
relevant information. JU's website. newsletters and other relevant information from Regulation 2018/1725. know bass,
(e Glba Heath E0CTP 0
personat
raescion: ol terest el 5.1) G et TP st e
Personal data is collected in order to share. Regulation (EU) 2018/1725; Doimagioid
Colectng poromacitaor e puposssof | Perddaaiselecd norderiosare e R —
rtcpaton i an s sy nardroto | Lo dbout e vt on Regustin (€0 201871725 prodrs (G Heat EDCTP 0 Sttt el it i procesng cpartion s desnaed o et
participate in 3 Global Health EDCTP3 JU event on 3 and social media accounts, to ensure all necessary Registrants igh the EU contractors); Only parts of personal data 1 month after the results of the survey have been know basis. https://www.
DPO-03-03 EU Survey Tool for N Global Health EDCTP3JU 9 Global Health EDCTP3 JU C Team. N/A (name, surname, employer, email address) Data kept according to the security measures adopted by the European
e e vl o e £1 organsationlstps to llow partcpants acess on managing the EU Survey tool (DG DIGIT). Survey tool. ealth data Aricle 10 82 (b} Regulation forthe purpose of sending news ageregated for all types of data processed. Commieion notice-and-privacy_en
e remises o th event s venue, for the e and 00 of encreau
Survy spplcaton, mansged by h Eropen 2019172 (rocesing necesaryfor g newsltter o nutations o s Gt ofa
anagement of the event el o e event
Commision gt of e ‘oo contaer ntolganon nder et EOCTF3 U event
employmnt socal sty or sl prtecin uropean Commicson s v
i il consent Al .30 of Reglaton P
2018/1725.
Personal data is processed for the purpose of
orgningand mnaging meetngs
Cooramating any requred ollowup s personadata
el for bty and ersonl et Legal oo A 5.1 (5 of
communication/transparency/awareness/educatio Regulation 2018/1725 and Public interest Article
n/promotion purposes. 5.1(a) of Regulation 2018/1725; The recipients of personal data can be -
Procossing of porona it sy b ncescary in roesion: el olgation v 5.0 o depening o e purposeof he mecting
e famoworkof egsraton and scommotaton Regultion 2018/1725 bl s vl Indidulforgansations et
of meeting participants; logistics support before, Any natural person acting on a private basis or on Global Health EDCTP3 JU Legal and Data Protection 5.1 (a) of Regulation 2018/1725. relationship with controller: Security
uring a0 e tho mactng, minte ki 1 bealtof s eal peron submitinga reuest for 3 o tpes and oo Puic et S of r Wit A g .
Collecting personal data for the purpose of fficer(s); Until the end of the cooperationof the externals with the | Access by our personnel or third parties’ personnel will only be on a need- |
distribution of minutes, dissemination of agendas, meeting with the Global Health EDCTP3 JU Article 5.1(a) Regulation 2018/1725, Explicit Global Health EDCTP3 JU Executive .
srousan wocrra v e EoCTP mectngs | Gsrbutonof mnutes demiatonclagendn | rcesior e SR T — poide 1) Reglon 0L8/1725 01| oo (€0) 20212085 of 19 Novermber 202 stabiin h i Underakigs " Globl Heai EOCTPS W Exeutie | g such i where ettt | o-kno b o subfct oo Aacess
Global Health EDCTP3JU o . responsible for the management of the building. Global Health EDCTP3 JU Governance Officer, under Horizon Europe, including Global Health EDCTP3 JU, in particular Article 19(6). . withdraws consent for processing the personal data. control and technical measures such as physical locks and/or secure
staff publication on media channels such as streaming; staff. Global Health EDCTP3 JU Assistant to the Executive Assistant of the Executive Director, Legal Health data wil after the meeting. ) Jied
rabing th Glovl Health EDCTFS 110 provie Gt el E0CTP 0 st pticpstingin e | ol categorieof data Ofcer nd Data rtection O,
partcomtewih rther formaton o i mectings et o ot 1052 o) elstion 20181725 el eahtorsor sxpets st the
meetings in the future. (processing necessary for exercising specific Global Health EDCTP3 JU: Auditors,
Periona datamay b parof contactdtals ool gt/abgtions ancr eyt EuropeanCommsion and s s,
database shared internally in Global Health EDCTP3 social security or social protection law)), Public EDPS; Police.
JU in order for the latter to contact data subjects in| interest Article 5.1(a) Regulation 2018/1725,
o of ture mootins Your dta may b o consen e 510 o egiation
obtand dvety rom youor s o o173
another source (contact details’ databases, publicly |
[——
- Personal details (full names for intranet): Public The name and job title of the staff
interest Article 5.1 (a) of Regulation 2018/1725; members, as well as the photograph (only
pesenaldmalsprocesd forhepupose rafession b tite o tanet): bl et incaof prvidd consen] s ccssle
g st of Gt st |COEEI Bl et forth st | <t o prodr ot oo o Procsors 5 0 edlme e B, st gt nametor el Ve o g o
JU staff on the Global Health EDCTP3 JU intranet, | PY0lShing names, titles and photos of the Global [ using, re-using, publishing and re-publishing. responsible for the management of the Global publication); e 5.1(d) of Council 2021/2085 of 19 November 2021 establishing the Joint Undertakings Health EDCTP3 JU intranet. Until the end of the data subject's contract with the JU, hnical "
DPO-03-05 * | Health EDCTP3 JU staff on the Global Health in whole or in part, on the intranet, website, social | Global Health EDCTP3JU Health EDCTP3 JU website and intranet as well as | Global Health EDCTP3 JU staff members Global Health EDCTP3 JU staff members. N/A no

website and other social media and platforms as
well as s premises.

EDCTP3 U intranet, website and other social

media channels, newsletter or other

d by Global Health
EDCTP3 Joint Undertaking as wellas for decoration
purposes in the JU's premises.

the independent photographer that has taken the
staff's photographs (also based in Belgium).

Regulation 2018/1725,
- Profession (job ttle for external publication):
Explicit consent Article 5.1(d) of Regulation
2018/1725.

- Photographs (for internal and/or external use):
Explicit consent Article 5.1(d) of Regulation
2018/1725.

under Horizon Europe, i

cluding Global Health EDCTP3 U, in particular Article 19(6).

provided are publicly available on the
website of the Global Health EDCTP3 JU.
The photos used for decoration for the
Global Health EDCTP3 JU premises are
publicly avalable for the visitors.

or up until such time where the data subject withdraws.
data,

secure connections and firewalls are also applied.



https://globalhealth-edctp3.eu/resources/privacy-policy-e-newsletter-subscription
https://globalhealth-edctp3.eu/resources/privacy-policy-e-newsletter-subscription
https://globalhealth-edctp3.eu/resources/privacy-policy-external-meetings
https://globalhealth-edctp3.eu/resources/privacy-policy-external-meetings

Register of personal data processing operations
Data Protection Officer: EC-GH-EDCTP3-DATA-PROTECTION@ec.europa.eu

Processing of personal data in the framework of
managing the twelfth EDCTP3 forum for following
purp

*To allow participants to register, 5o to attend the

*To provide periodic reminder about the Forum;
*To provide access to the venue of the Forum;

* To manage participation in the event;

* To manage any Forum follow-up actions;

- Personal characteristics (e.g. first and last name,
gender) in the framework of the registration to
conference and in-person participation: Public
interest Artcle 5.1(z) of Regulation 2018/1725
- Profession (e.g. title, organization, organization
type,..) in the framework of the registration to the
conference and in-person participation: Public
interest Artcle 5.1() of Regulation 201
- Contact details (address, phone number, email
address) i the framework of the registration to
Publi

Global Health EDCTP3 JU
pir!y contractors;the subcontractors of third

interest Article 5.1(z) of Regulation 2018/1725
- Identification details (e.g. passport, 1D card) i the|
framework of in-person participation of sponsored

Rest of attendees of the event can have

Your personal data are only processed for as long as
needed to achieve the purposes.

However, your information may be kept for alonger
period for statistical purposes (data aggregation).

Your personal data submitted via registration form wil
be deleted after maximum one year following the last
follow-up action.

ppropriate

data safe from unauthorized access or theft as well as accidental loss

*To share Forumy's content (videos and photos) via the EDCTP Forum and £OCTP U for of the forum access to the names, functions and email
0700306 Collecting and forthe | e oo " | tabat Hesth 0T 10 Processor: Cecoforma SA participants el 5.1(2) of ouncil 021/2085 of 19 November 2021 establishing the Joint Undertakings va e ot oo ot g1 case of sponsored particpants, part of the dta (ame, tampering or destruction are gonto be taken. Access by our personnel | itps//anw
purpose of managing the twelfth EDCTP3 forum. {200 Sub-processor: Events Factory + Global Health EDCTP3 JU hird instruction of the | ReEUlation 2018/1725 under Horizon Europe, including Global Health EDCTP3 JU, in particular Article 19(6) parice: surname, ttle, signature, email, bank details, fscal code | or third parties’ personnel will only be on a need-to-know basis and be notice-and-privacy_en
d ~Financial details (bank details) n the framework of| and address if applcable) s stored for accountancy | subject to strit confidentiality obligations. Access control and technical
*To prepare agaregated statistical reports; participates in the EDCTP Forum Global Health EDCTP3 JU. in the registration form)
e e e e oo in-person partcipation of sponsored participants: purposes for a maximum period of 10 years a frewalls
partcants 3 " Public interest Artcle 5.1(z) of Regulation
D e to the Global Health EOCTP3 U 2018/1725 Sensitive personal data will be erased directly after the
e ~Photo’s in the framework of the registration to event
g . . icipation: Publi
*To inform participants for future Global Health conference and in-person particpation: public
o b interest Artcle 5.1(a) of Regulation 2018/1725 Videos and photos of the Forum will be archived after
e orking opportunities amongst - Photographs and videos: Explict consent Artcle maximum 10 years according to the legal archiving
To nres ' 0P E 5.1(d) of Regulation 2018/1725 obligations and will be no longer available on the Global
partice - Email address being shared with other Health EDCTP3 JU website anymore after that period.
participants: Explicit consent Article 5.1(d) of
Regulation 2018/1725
- Personal detals for the newsletter subscription:
Explicit consent Article 5.1(d) of Regulation
DPO-04 Adi tration, Finance and Audits
Commission and is services: Accounting
Offcer of th
European Court of Auditors;
Personal data s collected in the conduct of checks Possible restrictions as laid down in Artile | OLAF, European Commission Internal Audit 12020 external audits and controls, published in the online:
and financial controls of grant agreements or Personal data: 25 Regulation 2018/1725 can apply. Service; public Regiser of the DPO under reference number DPR-EC-
4 Lot contraler: The European Commisson for the e prccutive Dectors - Education: Legal obligation Artcle 5.1(b) of Global Health EDCTP Governing Board | European Data Protection Supervisor; 03326,
contracior'so subconiractors o tidpares’ ! : P sl e B s Offce; Glopal | REE4I310N 2018/1725; 1) Council Regulation (EU) 2021/2085 establishing the Global Health EDCTP3 JU,in particular | decision ' [ internal  [Intra and dlosure of the pes of
I provisions is collected and managed for the sole| e eations. EOCTP 10 v et 0 Admintration & Finoncial Suppert st | - Finanialinformation: Legal obligation Artcle | Articles 26, 30 ; rules concerning restrictions of certain providers (Global Health EDCTP3 JU data processed regarding audits; Data kept according to the security measures adopted by the European | Processing of pgmnz\ data when the European Commission
DPO-04-01 @ g purpose of the | purpose of preparing and communicating the audit | Global Health EDCTP3 JU grant applicati Giobal Health EDCTP U st ool Health 10 Intermal Control and Z::k " [5.1(b) of Regulation 2018/1725; 2) Financial Rules of Global Health EDCTP3 JU, in particular Chapter 4, Chapter 7 (Articles 40 and | rights of data subjects in relation to contractors) dealing d controls, published in the online
controlisto check that the action and the reports by the external auditors. i  Profession: Legal obligation Article 5.1(b) of | 52) and Chapter processing of personal data in th Global Health EDCTPS JU Executive 5 years after the closure of the control for alltypes of | needk-to-know basis public Register under reference number DPR-EC-04466;
Processors: Audit management system (Belgium). | Experts and Global Health EDCTP3 JU contractors. | Manager;
provisions of the grant agreement or contract are e 10 Governin Regulation 2018/1725; 3) Artcles 70 and 71 of the EU Financial Regulation; framework of the functioning of the Global | Dirctor; data processed regarding ex-post controls.
being properly implemented and to assess the o e - Personal details: ticle 5.1(b) of decisions 1. and n°25/2023 on Health EDCTP3 U, in partcular Articles | Global Health EDCTP3 U Staff members: The policies are published on the Global Health EDCTP3 JU
legality and regularity of the transaction underlying| Regulation 2018/1725. adopting the internal audit capablty and appointing the audit iaison office. 3(1)(d) and (e). Internal Control and Auit Manager, Head website: htps://www.global-health-edetp3.europa.cu/about-
the implementation of the EU budiet. of Administration & Finance, Dat us/legal-notice-and-privacy_en
Protection Officer, Administration and
Finance Support team;
Global Health EDCTPS Governing Board.
Possble restrctions as aid down in Article
25 Regulation 2018/1725 can apply.
Global Health EDCTP3 JU Governing Board
e el amevra
The Internal Auditor reports to the Global Health Global Health JU Executive Director; - Education: Legal obligation Article 5.1(b) of e et o 1o Comonenn Data Protection Supervisor:
EDCTP3 JU on his or her findings and personal data s colected and managed for the Global Health U staf Global Health JU Management; Regulation 2018/1725; 1) CouncilRegulation (EU) 2021/2085 establishing the Global Health EDCTP3 U, in particular |6 % €518 *40Jec Il 10oEn e oot s, Perviers
recommendatons i aises on rpos o ndependet, i ascd ond abecive processrs operts and ol Heath 0 conacors ol Heath 0 Human Resources Oficer, Gotal |- Financilnformation: gl oigaton Aricle | Arice 52 (rameworof the oncaningof he Global | GlabalHealth E0CTF3 Goering Board:
00-0802 | internal audits dealing with risks, by ssuing independent opinions | P70 O IIEPenCHL T DR A O | ealth EOCTP3IU - Audit management system (Belgium); o the mronms 1bove metionet whose.| Health JU Administation & Financil Support saff; | 5.1(b) of Regulation 2018/1725; 2) Financial Rules of Global Health EDCTP3 JU, i particular Chapter 5 and Chapter 7 (Article 40); | > CHe 8 faneaonine & Fhe 20mal |20t e B .| 10 vears ater the closure of the auitfor al types of g with this 3 need-to- o
on the quality of management and control systems € ® ~IT Tools (ABAC, EMI, etc) (Belgium). s . Global Health JU Internal Control and Audit - Profession: Legal obligation Article 5.1(b) of 3) Article 71 of the £U Financial Regulation; /P ¢ |data. know basis,
g add value and improve the operations of the personal data are available in the systems and/or . . . 3(1)d) and (o). Global Health EDCTP3 JU saff members:
Manager; Regulation 2018/1725; 4) Governing Board decisions n* 11/2023 on internal control framework and n°25/2023 on
Global Health EDCTP3 JU. files of the European Commission c 018/1961 of 11 Internal Control
conditions of implementation of operations and Global Health 1U Governing - Personal detals: rticle 51(b) of |adopting audit liaison officer.
ramoting sound sl marmgement P Regoloon 008/ 1724 December 2018 laying down internal rules | and Audit Manager, Head of Administration)
e Z 2 concerning the provision of information to | and Finance, Administration and Finance
data subjects and the restriction of certain | Support tea.
of their rghts in the context of the
processing of personal data for the purpose
of internal audit activiies
- Articles 287 and 325 of the Treaty on the Functioning of the European Union (TFEU);
~Regulation (EU) 2021/695 of the European Parliament and of the Councilof 28 April
2021 establishing Horizon Europe, in particular Artile 54;
~Council EDCTP3JU, in
particular Artcle 30;
personal data: ~Regulation (EU, Euratom) 2024/2509 of the European Parliament and of the Council possble restrictions s ald down in Artice
of 23 September 2024 on the financial ules applicable to the general budget of the.
Natural persons who re o were suspected of -~ personal e 25 Regulation 2018/1725 can apply.
This processing operation takes form in collecti 5.1(2) Regulation 2015 d Global Health EDCTP3 JU Governing Board
| Processing operation takes form i colecting wrongdoing which is the subject of the OLAF (o) Regulation 2018/17. - Governing Board Decision n 9/2024 on the Giobal Health EDCTP3 JU anti-fraud jopa Hee! ouerming B3| European Commission and its services:
personal data in order to analyse information hsson:Padeiers et . 162) decision n°18/2023 laying down internal
investigations; strategy (GH-EDCTP3-GB.09.2024); European Anti Fraud Office; Technical measures include appropriate actions to
about d financial the isto Regulation 2018/1725; rules concerning restrictions of certain
b N Natural persons who have provided information to ersona detal Public ntrest At 5.1(a) | Fin2ncal Ruls o Global Health EDCTPS U, in partiular Chapter  (Arice 19,24 s of ot sects i etion o Government organisations: Competent address online security,rsk of data los, alteration of data or
u OLAF including informants, whistleblowers, and 26), Chapter 7 (Articl 40) and Chapter 9 (Artcle 58); " national authoriies, Government unauthorised access, taking into
information to ouAF, Regulation 2018/1725. processing of personal data in the
witnesses and persons who have provided - Council Regulation (Euratom, EC) No 2185/96 of 11 November 199 concerning on the-spot organisations: Competent third country the risk presented by the nature of the
investigation, n particularthe European < statements clobal Health EDCTPS € F o |Imorder checks and inspections carried out by the Commission in order to protect the framework of the functioning of the Global | e ersonal data bein ttps://wwn
DPO-0403 | Anti-fraud procedures Office (OLAF) inspections, with a view t0 establishing whether [ Global Health EDCTP3 JU no g fraud cases; (Global Health EDCTP3 JU collects the following e " s Health EDCTP3 U, in particular Artices : 7 years after the end of the investigation. P
Staff of OLAF operational partners e.g. competent European Communities' financial interests against fraud and other irregularites; Competent international organisations; processed. Organisational measures include restriting access to the notice-and-privacy_en
there has been fraud, corruption or any other Internal Control and Audit Manager categories of personal data: personal 3(1)(a), (e), 9, () and ().
staff of the EU institutions and bodies or national ~Regulation (EU, Euratom) No 883/2013 of the European Parliament and of the Council ntra and extra-muros external service personal data solely to
F processing financial interests of characteristics, profession, and personal details Commission decision 2018/1961 of 11
authorities) working on OLAF matters of 11 September +raud providers (Global Health EDCTP3 JU authorised persons with a legitimate need to know for the purposes of
operations at the following lnk: the Union in connection with an agreement or a In particular: identity nformation, contact details December 2018 laying down internal rules
whose name appears in documents stored by, cmce (0w contractors); this processing operation
 the Global Health EDCTP3 U, function, professiona information, case specific concerning the provision of information to
oLaF; from Parliament, the Council, Global Health EDCTP3 JU saff members Access on a need-to-know basis and meastires are also adopted by OLAF
olaf-and-you/data-protection/olaf-personal-data- information which (allegations, data subjects and the restriction of certain
. Other persons whose name appears in the case file lhe[uvopean Economic and Social Comittee, the Comittee of the Regions and the dealing with antifraud cases.
processing-operations-and-privacy-statements_en declarations based on opinions, etc) of their rights in the context of the
but have no relevance to the case. ot of Audiors n th Commision st ey,
Special categores of personal data may be ot otar §suidance for processing of personal data for the purpose
rocessed if absolutely neces finternal audit activit
processed fabsolutely necessary v &lmeg\esfelDG& and EU decentralised agencies; ofintermalaudit activities.
126/2023 0n
ccesiont the ntarnttatinal agreements and 2712023 o mternal vesigaton
by oL
1772023 o the
Gabol Heni E0CTP3 10 3nd 22/2023 o th sdaptio o he ot e
EDCTP3 JU ICF Action Plan.
personal data: - Artiles 317 and 325 of the Treaty on the Functioning of the European Union (TFEU)
Mboviaten i . (or /BN he ratecon o the fnancnteress oftheUnionand e fgh st European Commission and its services:
Renloon 201811725 aud European Anti Fraud Office;
ercont dtalc Logl obgation Arice .1 e} of —The Staff Regulations of Officials of the European Union (‘Stalf Regulations') and the European Data Protection Supervisor;
repton 0BT Conditions of Employment of Other Servants of the European Union (CEOS), laid Pl restictons i downin i European Court of Auditors;
o e witebiowen irst ot down by Council Regulation (EEC, Euratom, ECSC) No 259/68, in particular Articles e ; ol Court of Justice; Technical Jude appropriste act
or the whistieblower: first name and last name, ! B y . . echnical measures include appropriate actions
function and place of employment / 22 the taff Regulations and Aricles 11.and 81 ofthe Conditions of (Global Health EDCTP3 JU Governing Board | EUTCPe2n Commission and it services t0 address online security, isk of data loss,alteration of data or
administrative address, email Other Servants of the European Communities; decison n*18 aying down internal ules | T1C1T2 AUt Service; unauthorised access, takin
< the purposes 8 is collected Torthe persom llepedt committing wrongdoing: |- €8vI3ten (€U, Euratom) 2024/2509 of the European Parament an of the Counci s restictione o coram iapte of | 113 30 extra-muros external sevice e e of
¢ ) - e Director or the person allegely committing wrongdoing: | o) 20/ 250 o o ! Py concerning restictions of certain rights o e i ; e natureof | | )
0p0-00.08 managing | and e | ot Heatth E0CTP3U o Global Health EDCTP3 0 staf. Global Health EDCTP3 JU Executive Director; e e e st o i ol e 23 September 2024 on the financial rules applicable to the general budget of the ot sobjocts m reloion o procesing of | PrOViSers (GlobalHealth EDCTP3 U 2 months sfter th fina dcison has been ssued toall | 41© S07 O TR e
8-Up reports, and ensuring protection | management and follow up reports and to Global Health EDCTP3 U Human Resources Officer (™ "2 #1¢ 55 name, Mneon 19 PIRCe. | yjon (recast); s dato m the framenert af e | contractors); the parties involved e notice-and-privacy_en
remedies establi et ot o oo iS22V | Governing Board Decison n* 12/2023 on staff mplementing rules on whisteblowing P e Gl ey e 1, | Ehics xperts or faw frms; [t
Forthe wiess: s mame and st ram,uncn | GHEDCTP3.GB.12.2023) inarictr Al () (), (g and. |00 HeSh EOCTP 1 s xecutve hored eronswith 3 egimae e o know for the purpses of
T o oy - Governing Board Decision n* 22/2022 adopting the Giobal Health EDCTP3 JU s - (€)1 8 Director; Head of Admin and Finance, e tion pure
e e (n;mnycihlslhzv ity s | FIN2nCil Rules (GH-EDCTP3-68.22.2022); Internal Control and Audit Manager, OLAF P & 0Pt
ety forthel U2 | Governing Board Decision n 9/2024 on the Giobal Health EDCTP3 JU antifraud correspondent and their back-up; Data
orhe s prty: st name and st name, strategy (GH-EDCTP3.G8.09.2024) subject themselves: The whistieblower,
Fonction o bivce of enotowment. amy ather data |* ReBulation (EU, Euratom) No 883/2013 of the European Parliament and of the Council Personal relations data subject: Any person
e e o employment, any of 11 September who may be concerned
P Office (OLAF) and repealing Regulation (EC) No 1073/1999 of the European
Parliament and of the Council and Council Regulation (Euratom) No 1074/1999,
European Commission and its services:
European Anti Fraud Office, Internal Audit
Service;
European Court of Auditors; Professional
iole restri Ari
The collection of "hard" data aims at the Possble restritions as lid down In ATile | o1 data subject:;
identification of the person, the management of 26 Regulation 2018/1725 can apply. not given rise
The collcion fdatatakes plce I the contetof & mportanty personldta: Globa ealth COCTP3 10 Govering scard s years rom the osre o h e
P ; A Processors: EC external service providers Global Health EDCTP3 JU Executive Director; - Profession: Public nterest Art. 5.1(2) of decision n°18/2023 laying down internal i d Obiigationof ot
counsellors recurrent an oo : e ctor \ dls o y o th o p » » e or files wi igation of staff;
00-04.05 harassment procedures (hard data) orin the context of the informal procedure Personal data s collected for the purpose of the | Global Health EDCTP3 JU {contractors or subcontractors) under direct or | 11 et epcTp U saff. Global Health EDCTP3.U Legal and Data Protection | Regulation 2018/1725; 1y Artcle 12(a) and 24 of the EU Staff Regulations; rules concerning estrctions of certa circumstances); o ¥ closure of g with this aneed-to- no
framework service procurement contracts officer(s); - Personal detais: Public interest Art. 5.1(a) of | 2) Governing Board decision n" 13/2023 on staff implementing rules on harassment; fights of data subjects in relation to
described in EDCTP3 U anti- in the Global Health EDCTP3 JU External evaluators o experts assiting the the file; know basis
Global Health EDCTP3 JU Human Resources Office.

harassment procedure.

policy on protecting the dignity of the person and
preventing psychological harassment and sexual
harassment.

(Belgium).

Regulation 2018/1725.

3) Executive Director decision n°12/2023 on the adoption of the Global Health EDCTP3 JU ICF
Action Plan.

processing of personal data in the
framework of the functioning of the Global
Health EDCTP3 JU, in particular Articles
3(1)(b), (e). (g) and (h).

1U: Ethics experts or law firms;

Global Health EDCTP3 JU Executive
Director;

Global Health EDCTP3 JU staff: Legal and
Data Protection Officer, Human Resources
Officer;

Confidential counsellors.

For disciplinary procedures: 20 years after the closure of
the file.




Register of personal data processing operations
Data Protection Officer: EC-GH-EDCTP3-DATA-PROTECTION@ec.europa.eu

Collection of data takes place in the context of
selecting and appointing confidential counsellors
o in the context of the informal procedure

Personal data s collected for the purpose of the
procedure detailed in the Global Health EDCTP3 JU

Processors: EC external service providers

Global Health EDCTP3 JU Executive Director;

Personal data:
- Profession: Public interest Art. 5.1(a) of

Possible restrictions as laid down in Article

Global Health EDCTP3 Executive Director;
Global Health EDCTP3 JU staff: Legal and
Data Protection Officer(s), Human
Resources Officer;

ting the

1 apply.
Global Health EDCTP3 JU Governing Board
Gecision n°18/2023 aying down internal

Global Health EDCTP3 JU - Ethics experts or
law firms;

‘harassment procedure. Soft data are allegations framework service procurement contracts Officer(s); ersonal details: Public interest Art. 5.1(a) of .
o declaations e upon the subjctie preventing psychological harassment and sexual g Globe st EDCTP3 1 Human Resources Officer. | Regutato 2016/ 1725, 2) Governing Board decision n* 13/2023 on staff implementing rules on harassment; processing of personal dataiin the Professional advisors data subject Obligation of confidentialty of the staff.
perceptions of data subjects, usually collected by harassment. 3) Executive Director decision n* 12/2023 on the adoption of the Global Health EDCTP3 JU ICF ‘the Global
3(1)(c), (e), (&) and (h). European Court of Auditors;
25 Regulation 2018/1725 can apply. 10 years after the end of the investigation, in case of
In the context of his/her tasks, the DPO may Personal data: Global Health EDCTP3 JU Governing Board data breach.
Derr?rm investigations on request, or upon the Global Health EDCTP3 JU Executive Director; - Profession: Legal obligation Article 5.1 (b) of decision n*18/2023 laying down internal Global Health EDCTP3 JU staff: Legal 5 years for all other types of investigation. Obligation of confidentiality of the staff;
DPO-04-07 the handing of the ' Global Health EDCTP3 JU no Global Health EDCTP3 JU staff. Global Health EDCTP3 U Legaland ata Protection | "<EV/2t9M 2018/1725; 1) Artcles 85(2) and S7(1) of Regulation 2018/1725; rules concerning restrctions of ertain | fsicer, GoalHealth EDCTP3 1U & aneed-o- no
handling of complaints DPO investigations and handling of complaints. directly relating to the DPO tasks. Officer(s). Personal details: Legal obligation Article 5.1 (b) of | 2) ED decision 15/2023 on the Global Health EDCTP3 JU DPO Implementing Rules and in rights of data subjects in relation to Management. 10 years after the closure of the file in case of admissible Know basis.
The DPO also handles complaints on infringement. Regu\almn 2018/1725. particular Articles 6 and 7.1(c). processing of personal data in the complaints;
3(1)(0).
é’of:m“::“‘l:‘;ﬂ"“:ﬁ:;l”al‘f:l’e'r‘:sf“/” ©f 18 December 1995 on the protection of the European Audit by the Internal Audit Service and European Court of Auditors;
C " the ' i Global Health EDCTP3 JU Legal and Data Protection - Profession: Public ll\lErESl Article 5.1 (a) of estabhshmg Horizon Eumpe‘ in particular Article 54; guidance and advice; Appropriate training:
0PO-04-08 | Policy on sensitive functions senstive posts Global Health EDCTP3 JU no Global Health EDCTP3 JU staff Regulation 2018/17. 3) Council Regulation (EU) 2021/2085 establishing the Global Health EDCTP3 U, in particular N/A 5 years for all data processed. ; no

genuinely sensitive, i.e. where the risk of fraud or
irregularities in the use of funds and sensitive
information s significant.

Officer(s);
Global Health EDCTP3 JU Human Resources Officer.

- Personal details: Pubh: interest Article 5.1 (a) of
Regulation 2018/1725.

5) Global Health EDCTP3 JU

Aicle 19(4)(t) on risk management and Article 42 on conflct of interest;
4) Global Health EDCTP3 Financial Rules, in particular Article 27 on conflict of interest;

rules on and
Global Health EDCTP3 JU.

Joint Undertaking Guidance on sensitive functions.

conflicts of

of the

6) Decision of the Executive Director ED/13/2024 on the adoption of the Global Health EDCTP3

Global Health EDCTP3 JU staff: Human
Resources officer, Legal officer(s),
Global Health EDCTP3 JU Management.

g
Decision making process based on a control chain;
Segregation of duties;

Signature of absence of confiict of interest,

DPO-05 Informa

Possible restrictions as laid down in Article
25 Regulation 2018/1725 can apply.

I data: European Commission and itsservi 1 and technical hysicallocks and
Personal data s collected to provide Global Health Personal data (Global Health EDCTP3 JU Governing Board | EUTCPen Commision and its services fechcal
Provisioning of necessary access to the Global - Profession: Publicinterest Artile 5.1 (z) of o DIGIT; secure connections and firewall;
EDCTP3 JU employees with necessary access to ICT Processor: European Commission and its servces: Global Health EDCTP3 JU Network and security decision n°18/2023 laying down internal
Health EDCTP3 JU employees to designated : Regulation 2018/1725; (Global Health EDCTP3 JU Staff members: Appropriate technical and organisational security measures, giving due
systems and services in order for them to carry out oI, Global Health EDCTP3 JU staff and any person | managers; rules concerning restrictions of certain . ttps://uw
DPO-0501 | User Network and Systems Access business ICT systems of based on Global Health EDCTP3 JU - personal details: 1(alof | service Level CTP3 JU and European Commission Network and security managers, T system |1 month after user's departure regard to the isks inherent in the processing a
3 sranted access to the networl Global Health EDCTP3 JU IT system and database rights of data sublects in relation to notice-and-privacy_en
Human Regulation 2018/1725; and database administrators; tothe nature of the personal data concerned;
o EC systems like ECAS/EU Login or administrators. processing of personal data in the
management requests/access authorizations, | i - Personal characteristics: Public interest Article 5.1 Slobal Password renewed regularly;
f Regulation 2018/172 ntract with the European Commission. nfidentility of communications and priv
(@) of Regulation 2018/1725. et EDCTP 10, i marteatorArtice | contrat with the European Commissior Confidentialty of communications and privacy.
3(1)0)
- personal detais: Public interest Article 5.1 (a) of
Regulation 2018/1725.
Within the Global Health EDCTP3 JU, the web Exact data categories:
- User information: Name, Email address,
conferencing systen s used for the organization of
Password, Browser, Phone number (optional),
videoconferencing meetings with external
e T e oot it 1t aan b | OrEsnization of vdeoconferencing meetings. Geographic region, Billng nformation, User
o information included in the customer's active | According to Article 17 of the Treaty on European Union the Union bodies “shall promote the
e The purpose of data Dmcessmgmuld be cassified directory (f synched), Unique User 1D (UUID); | general interest of the Union and take appropriate initatives to that end. It shall ensure lhe
integrates audio, video and content sharing. It “Bser Generated Information are deleted within 60
o o e | nto several diferent se - Host and Usage Information: User Agent application of the T Dot ocessin needto
Y P " centitcation o the partidpantsand the Identfer, Hardware Type, OperatingSystem Type. | shll oversee the appicaton of Union aw under he contro ofthe Cout ofJustie of the " 3 P 3
device that has Internet access and a browser. All #lost and Usage information is kept for 3 years, Know basis
organizer n order to allow the actual operation of and Version, European Union. It shall exercise:
avirtual " following termination of service in d technical h ks and
: Mac Address, dinati laid down in the Treaties [...J" In
fo0m securely accessible to guests. A staff member| * < Global Health EDCTP3 JU staff; formin order to maintain record of service delivery. | secure connections and firewalls
- Identification of potential technical - Meeting Session Information: Host Name, addition, th the public
ho woud ke to organe conferences st st e e Members of the Governing Board; Meetng e 0 Mesting Strt/tod Time e e Pt “Technical Assistance (TAC) information are stored for |- Standard clause for the processing of personal data included in the. ——
DPO-0502 | Web Conference Service (Webex) have : Global Health EDCTP3 JU Processor: Cisco Webex. Other participant, observer or expert invited to the | Global Health EDCTP3 JU 1CT and Security officer. " " " 4 & of /A Third countries up 0 10 years. contract
- Production of statistics for invoicing the services Username Of Attendees, ime, | for the e odies notice-and-privacy_en
3“‘”’”"“““"“V’e“““‘e"‘“* linked to2 rovis by e contacto meetings Subscrition Info, Diagnostics lated to the hical due
responsible person. The organizer of the s o g of the bodies of the Global Health EDCTP3 JU. ¢ 8 (documents,links, il etc.) will be deleted after the | regard to the risks isherent n the processing and to the nature of the
-c representative data and conference Information, C 8 of EDCTP3 U, by
videoconference (exclusively Global Health EDCTP3 termination of the session, unless they are personal data concerne
statistics (excludmg\hevrmnlenly in order to 1 Add Meeting host the d
0 staff will have to reate avirtual raom and ;o the user experience and service (organizer) and the and tools to perform o o of data
invite external participants according to his needs. |7 > © . s . recording of I between server and clent
performance by performing analyses of the be used for billing purposes; d by organizing JU' sou management
These invitations will be targeted based on the i rer Ganerated Wfommaon: Meetingand call | il 352 (oo anc e of exchanged among participants during 2 meeting are:
will . deleted after the meeting/session is ended terminated.
service; recordings, Transcriptions of call recordings, principles of economy, eficiency and effectiveness i also applicable here.
the session. only
e e ~Service support performance analysis. Uploaded files;
s it ore:  Cisco Technical Assistance (TAC) information:
Name, email and phone number of the employee
appointed to Open the Service Request,
Authentication Information (excluding passwords),
Information About the Condition of the Syste (f
applicable), Registry Data About Software
73 10 has decided to operate — =
M365 provided by Microsoft Ireland. M365 offers
cloud-b
solutions that enable staff members of JU to
e o1 vovjew | T OPeration of M365 requires the processing of
g et et personal data by Global Health EDCTP3 JU for the Microsoft Ireland Operations Ltd. as 2 processor
T edanesta ot ot docament & mem chcwmgpurpcses for and on behalf of Global Health EDCTP3 JU
ot and for vorlous purposet Aesest,Sw provision, enabling, set-up, configuration and processes personal data for internal business
o purpe 7SV | maintenance of M365 capabilities, including operations i the context of providing M365.
S calendar, Contacts —to manageang | 1261t3ting and coordinating il tasks These business operations consist of exhaustive
o e oiors comtacts tiaang | dentifcation Data, Service-Generated Data, fst):
e g g g Content Data); 1. billing and account management (Identification ——
(oxchange oniine) 2. administration of the rights allocated to a user Data, Service-Generated Datal; personal data: Other prvate organisations: MICSOs |10 v the user accountis | koo by
S e Sharing 26 create,read o, |account (identity and access managemen 2. compensation (Service-Generated Data); Global Health EDCTP3 JU staf: temporary agents, | Global Health EDCTP3 JU Networkand securty | "0 80, L Lo personnel based outside the EEA (most " * D ket according o the oy coped o e s
. il Sharing — to create, read, review, amend, S o : o . - p ~Personal details: Public interest Article 5.1 (a) o . on N . " r active; ata kept according to the security measures adopted by the -
0pO.05.03 | Microsoft 365 - Global Health EDCTP3 JU saff and | " S1arne — 10 ceares 130, ey 3mend, | genviicarion pata); lobal Health E0CTP3 JU 3 contractual interimstaff; | officers and managers; Regolonon 008/ 1725 Council Regulation (EU) 2021/2085 of 19 November 2021 establishing the Joint Undertakings WA importantly, the UsA) managing the S Comtent Data:up to 180 days upon e e

guest users

types
in view of collaboration among staff (sharePoint
Online, OneDrive, OneNote, Stream, Teams,
PowerApps, Yammer);

4. Chat and Messaging - to interact, share fles,
chat and exchange messages with colleagues,
partners, stakeholders and other parties (Teams,
Yammer);

5. Virtual Meetings - to set up and participate in
virtual meetings and teleconferences (Teams);

6. Project and Task Management — to faciltate.
project and task management by staff (Exchange
Online); and

3. end-user support and IT Teams support for
fssues with M36S (Identification Data, Service-
Generated Data, Diagnostic Data);
4. prevention, detection and resolution of security
events (e.g. cyber-attack), to ensure the
confidentiality, integrity and availability of M365
(\denuhoanon Data, Service-Generated Data); and
5. responding to data subjects exercising their
rights i relation to personal data processed within
M365 (Identification Data, Service-Generated
ata).

(SeniceGenrate Dat)

Global Health EDCTP3 JU external collaborators
i d

Global Health EDCTP3 JU IT system and database

4. combatting
(Identification Data, Service-Generated Datal;
5. improving core functionality of accessibiity,
privacy and energy efficiency (Service-Generated
Datal; and

6. financial eporting and compliance with legal
obligations (Identification Data, Service-Generated
Data),

- Video tapes and photographs: Public interest
Article 5.1 (a) of Regulation 2018/1725.

under Horizon Europe, including Global Health EDCTP3 JU, in particular Article 19(6).

databases on Microsolft cloud servers and
Microsoft's sub-processors' personnel on a
need-to-know basis.

3. Service-Generated Data:

months from generation.

Obligation of confidentialty of the staff;
Computer systems hardened.

notice-and-privacy_en




Register of personal data processing operations
Data Protection Officer: EC-GH-EDCTP3-DATA-PROTECTION@ec.europa.eu

DPO-06 Document management

Personal data s collected to ensure appropriate.

Joint controller: European Commission and its
services: DG DIGIT.

Personal data:

under Horizon Europe, including Global Health EDCTP3 JU;

1) Council Regulation (EU) 2021/2085 of 19 November 2021 establishing the Joint Undertakings

2) Governing Board Decision, 22/2022, adopting the Financial Rules of the Global Health EDCTP3

EDCTP3 JU Scientific Committee and the members

Health EDCTP3.

Committee and Stakeholders' Group.
Ater selection, by accepting the nomination or
appointment, the Scientific Committee or
Stakeholders' Group members agree with the
publication of their names, country and affiiation
on the Global Health EDCTP3 JU website

of the Stakeholders’ Group.

Committee or the Stakeholders’ Group of Global
Health EDCTP3 JU.

Protection Officer(s).

(a) Regulation 2018/1725;

- Personal details: Public interest Article 5.1 (a)
Regulation 2018/1725;

- rofession: Public interest Article 5.1 (a)
Regulation 2018/1725.

under Horizon Europe, including Global Health EDCTP3 JU., in particular Article 105.

Governing Board or th

proceedings and sign a declaration of

this effect,

The name, country and affiiation of the
selected members are made publicly
available on the website of the Global
Health EDCTP3 JU.

are bound by the Rules of Procedure of the
Governing Board to confidentiality of alits

confidentiality and of conflict of interest to

, all tothis

not public anymore.

Committee, the Stakeholders Group or one of the other

individual, s removed from the website and is therefore

EDCTP3 JU services
for the period during which the relevant individual is a
member of the Scientific Committee, the Stakeholders’
Group or other governance body of the Global Health
EDCTP3 JU and for 5 years after the date on which the
individual is no longer member.

Any person making use of w the retention Global Health EDCTPS U staff | and technical s and
(day-toda Repository and fillng of documents are received | follow up, filing and registration of important processors: e oo in - Personal details: Public interest Article 5.1 (a) of {3) Council Regulation (EEC, Euratom) No 354/83 concerning the opening to the public of the Curomenn Commission and ts services; | A% 10nE as needed d firewalls; ttps e globabhealthvedctps.europa.eufabout-usflegah
document mamagement) v and sent out from and to external persons as well | communication (internal/external) and Global Health EDCTP3 JU & extornal service providers (contractors or o G el £ TP3 0 staff and Global Health EDCTP3 JU staff Regulation 2018/1725; historical archives of the European Economic Community and the European Atornic Energy N/A o e, ouaf, | on the document, according to the Global Health EDC! this aneed-to- P e o e &
e asinternal mail/documents exchanges. documents Pl P ~Profession: Public nterest Article 5.1 (2) of . Article 1(2)(a) and Article 7; e e ot e ot e ey |document retention policy Know basis privacy.
rocurement contracts (beigom) Regulation 2018/1725. 4) Regulation (EC) 1049/2001 of the d of the Councl P g
g u jament, Council iss 3 ular Arti
T ook (xohc. Evn <t s, access to European Parliament, Council and Commission documents, and in particular Article
2(3) and Article 11(1);
5) Executive Director decision n* 25/2023 on Global Health EDCTP3 JU document management
policy;
6) Governing Board Decision n° 11/2023 on Global Health EDCTP3 U internal control
framework
1) Council Regulation (EU) 2021/2085 of 19 November 2021 establishing the Joint Undertakings
under Horizon Europe, including Giobal Health EDCTP3U;
Joint contrlle: European Commision and it 2) Governing Board Decision, 22/2022, adopting the Financial Rules of the Global Health EDCTP3
b shatis v, the retention
Personal data s collected to ensure appropriate Any person making use of Personal data: 3) Coun Regulation (EEC, Euratom) No 354/83 concerning the opening to the public of the Global Health EDCTP JU staf; 1 and technical s and)
(document 2 g of d received - Personal detais: Public interest Article 5.1 (a) o | historical achives of ommunity and the £
! . follow up, ilng and reistration of important Processors the document repositary, European Commission and its services: secure connections and firewalls; ttps://www.global-health-edctp3.europa.eu/about-uslegal-
and sent out from and to external person as wellas Global Health EDCTP3 JU Regulation 2018/1725; Community, and in particular Articie 1(2)a) and Article 7; /A 5 years after the end of the use of the policy.
communication (internal/external) and - EC external service providers (contractors or | particular Global Health EDCTP3 JU staff and Global Health EDCTP3 U staff. Investigation and Disciplinary Office, OLAF, & aneed-to- notice-and-privacy_en
implementation) internal mail/documents exchanges. e oo - Profession: Public interest Article 5.1 (2) of 4) Regulation (EC) 1049/2001 of the d of the Council et e ot e T e -
rocuremenn contacts (belgiom). Regulation 2018/1725. access to European Parliament, Council and Commission documents, and in particular Article P .
T Tools (RBAC EM, o) ecgum) 26)and e 110
el ' 5) Executive Director decision n° 25/2023 on Global Health EDCTP3 JU document management
policy;
6) Governing Board Decision n° 11/2023 on Global Health EDCTP3 U internal control
framework
DPO-07 Governance and other Institut s
Possble restrictions as laid down n Article
25 Regulation 2018/1725 can apply. Global Health EDCTP3 JU Executive:
This processing operation takes form in the receipt Global Health EDCTP3 JU Executive Director;Global[ o o Global Health EDCTP3 JU Governing Board | Director;
of requests of any external person The purpose of the st Any natural person acting on a pivate basis or on | Health EDCTP3 JU Legal and Data Protection ereonml aerais Legl blgation Artice 5.1 () of decision n°18/2023 laying down internal | Global Health EDCTP3 JU staf: g with this aneed-o-
0P0-0701 | Access to Documents Health EDCTP3 U (public) documents, the analysis | ensure appropriate treatment of requests for | (o no behalfof a legal person submitting a request for | Officer(s); Repton BT | 1) Regulation (EC) 1049/2001 of the d of the Council restrictions of certain [ Global Health EDCTP3 JU Legal and Data [ o0 know basis; hitps:/fww
of the request, taking a decision on the request, | access to public documents of the Global Health access to Global Health EDCTP3 JU (public) Global Health EDCTP3 U Management; oo Lo obgation Artice 5.1 (b) of | 6653 0 European Pariament, Counciland Comission documents; rights of data subjects in relation to Protection Offcer(s), v d technical ks and) notice-and-privacy_en
and informing the applicant of the decision and | EDCTP3 JU. documents. Global Health EDCTP3 JU Document access Hegulation 201811725, 2) Council Regulation (EU) 2021/2085 of 19 November 2021 establishing the Joint Undertakings |processing of personal data in the Global Health EDCTP3 JU Management, secure connections and firewalls,
acknowledgment of receipt. coordinator. & under Horizon Europe, ncluding Giobal Health EDCTP3 U, in particular Artcle 34; framework of the functioning of the Global | Global Health EDCTP3 JU Document Access
3) Governing Board decision on Implementing rules on access to documents. Health EDCTP3 U, in particular Articles | Coordinator.
3(1)(F) and (g).
Fersaar Tor e TS
organising and managing meetings and
coordinating any required follow-up activities, as
wellas for accountabilty and
communication|transparency/awareness/educatio
n/promotion purposes.
Processing of personal data s necessary in th
ocessing of personal data i necessary n the The recipients of personal data can be -
framework of registration and accommodation of
depending on the purpose of the meeting;
meeting participants; logistics support before, Personal data
Individuals/organisations i direct
during and after the meeting, minutes taking and - Personal details: Public interest Article 5.1 (a) of elationship with contrller: Secarity
distribution of minutes, dissemination of agendas, Regulation 2018/1725; Seniceof th White Atriom bl
presentations and/or reports; web publiation, professon: Public ntrest Artice .1 (s of Ciobal Heath EDCTP 10 Executve
lication on media channels such as streaming Members of the Governing Board, Members of Regulation 2018/172 2 recutive
publication on media channelssuch as streaming; fembers of the Governing Board, Members of | o1 eaih 0CTP3 U Legal and Data protection | EU121on 2016/1725 Global Health EDCTP3 JU Governing Board | Director; Global Health EDCTP3 JU staf:
enabling the Global Health EDCTP3 JU to provide Scientific Committee, Members of Stakeholders’ -vid Public interest ° for the arganization of the meetings, personal data s
artcipants with further information on partcular |*<120"2! 43t2 1 collected and managed for the Grou Officer(s), Global Health Article 5.1(a) of Regulation 2018/1725. decsion n°18/2023 aying down internal | Assstant of the Executive Director, Legal |, .t it end of your mandate in one of the Staf dealing with this processing operation s designated on a neectto-
opo0702 | ! meetings & . [sovernance and advisory bodies' meetings or | Global Health EDCTP3 JU responsible for the management of the paricipants, A Global Health EDCTP3 U Management, Council Regulation (EU) 2021/2085 of 19 November 2021 establishing the Joint Undertakings | ights of data subjects in relation to other members and observersof the | v : P & P3.europ: @
U governance's bodies and advisory bodies Personal data may be part of a contact details the meetings of the bodies of the Global Health meetings are kept for five years after the meeting has d technical s and) notice-and-privacy_en
meetings with the Global Health EDCTP3 JU buiding Global Health EDCTP3 JU Governance Offcer, 10, in particular Articles 14 and 19(6). [ processing of personal data in the Global Health EDCTP3 JU governance
database shared internally in Global Health EDCTP3 EDCTP3 JU; - Health data: (art. 10 52 (b) Regulation 2018/1725 taken place. v d irewals
o e ot e o | Executiv Difectoror stff Global Hoth E0CTP3 1 s paricipatingin the | 90291 Health EDCTP3 U Assistant tothe ecutiv | Fe 18 8% (% 0 8210 PR R1en B framework of the functoning of the Global | bodies; External evaluators o experts | oxer ©
order for the latter to contact data subjects lobal Heal staff participating in the | 7% processing necessary for exercising specific e, isting the bl Heatth £0CTES 10 eetine.
case of future meetings. meetings. controller rights/obligations under employment,
socialsecurity or social protection faw)), Explicit Auditors European Commission and ts
o rvices; Research Executive Agency (REA)
The experts partcipating in the Scientific consent Artcle 5.1 of Regulation 2018/1725, i d"‘fg nev (e
mmittee can have their partcipation expenses Depending on the nature of the meeting, health- roviding administrative and logiti
Committee can have their participation expense: epending on the nature of the meeting healt S mort o the Global Health E0CTPa U,
reimbursed following their registration in the related data, such as dietary requirements,
! including the contracting and payment of
Commission's Experts Register and completion of allrgies and intolerances, disabiltes requiring nlucing e
tasks in line with a signed Expert Contract. For the specific arrangements might be gathered. perts; Police.
experts’ ud
reimbursement of expenses, thereisjoint
controllership between Global Health EDCTP3 U
and the European Commission. The relevant policy
is published in the online publc Regiter of the
- Characteristics of domicil: Legal obligation
Article 5.1 (b) Regulation 2018/1725;
- Education: Legal obligation Artcle 5.1 (b)
Regulation 2018/1725;
- Family composition: Legal obligation Artcle 5.1
o) Rogiaton 201871790 G et £0CT7 U ecitne
- Financial information: Legal obligation Artcle 5.1 irector;
Global Health EDCTP3 U staff:
Collecting and screening declarations of (b) Regulation 2018/1725; ndminiatie st Legal ofcers(s)
confidentalty and non-conflct o nterests signed ~ Personal details Legalobligation Articl 5.1 (5) dnidustylonganisationsin dlrect
by all members of the Global Health EDCTP3 JU Regulation 2018/1725; o ot Chaoerson
bodi personaldat e purpose of - Profession: Legal obligation Artcle 5.1 (b) @Viee Charperson of the reloant bady;
ersonal data s p sole purpose of and Vice Chairperson of the relevant body;
iy basis) and spont i i Jation ncil Regul f lishin i rtaking
ayearly basis) and spontaneously stany tme in | iy e jesfor the prevention and Members of the Governing Board, Members of the Regultion 2018/1725 1) Couni Regulaton (£U) 2021/2085 o 19 November 2021 establishing the Jont Undertakigs | g1 et 0CTp3 U Governing Board | T general public: The name of the g with this aneed-to-
the course of ther duties (ad hoc Declaration). under Horizon Europe, ncluding Giobal Health EDCTP3 U, in particular Article 42; :
i Mo e e +c,| management of confcts o nterest applicable to Scientific Committee, Members of the Global Healh EDCTP3 U Legal and Data rotection [ ¢y oo Al g1 o et Finaei gl an Aol 27 41 e lcbl et £BCTP 10 decision n°18/2023 laying down internal | Members of Governing Board, Scientific know basis;
Declarations on confi e o Srakchaors oroon. [ the members of the bodiesof the Global Health Stakeholders Group; icer(s); e T s o oo e rules concerning restrictions of certain | Committee, Stakeholders Gr Data kept according to the security measures adopted by the European
0PO-07-03 ial i e b omioyor or amy | EOCTP3 1U (Governing Board,Scintific Committee | Global Health EDCTP3 JU no Other participants, observers or experts invited to_ | Global Health EDCTP3 JU Governance Officer; Philosophical or relgous convictions:Arice 10 | 3) Governing Board deciion n23/2022 adopting the Code of Conduct applicabl to the rights of data subjects in relation to together with the name of their employer |5 years after end of contract Commission; no
and advisory bodies of JU 8 IPIOVe! 73NV | ng Stakeholders Group) n order to ensure the the meetings of the bodies of the Global Health | Giobal Health EDCTP3 JU Adrministration and P g ® e o processing of personal data in the o any organization which pays them shall 1 and technical o
® be published otential confics of EDCTP3 JU Financial Support staff. 92 () Regltion 2015/1 v  the meetings of the Governing Board o the Global Health EDCTPS JU; Global the Global Health EDCTP3 secure connections and firewalls
on the JU's website. The CVs and declarations of ‘ P g PP for exercising specific controllr rights/obligations |4) Global Health EDCTP3 JU Implementing rules: Governing Board decision n* 04/2024 adopting . d
interest may arse in  transparent and consistent Relatives of the data subjects Health EDCTP3 U s Secure transfer of data
interest by the Members of the Governing Board | "> under employment, ul conlicts of nterests of the members of the Global bt The s and dectarations of
shallbe available for public scrutiny n the Global : protection law); Legal obligation Artcle 5.1 (b) of | Health EDCTP3 JU bodies. e oo i
Health EDCTP3 JU website with due respect to the Regulation. 2018/1725; toand sl oo s foroutte
applicable EU rules on protection of personal data et the 10 web st with due
and access to documents ~ Politcalpreferences: Article 1052 (b) Regulation e e
2018/1725 (processing necessary for exercising R ection of pevonml data and scvess to
specific controller rights/obligations under o
employment, socialsecurity or socia protection
law); Legal obligation Article 5.1 (b) of Regulation.
2018/1725;
- Trade union membership: Artcle 1052 (b)
T I i
@ Global health EDCTPS JU Executive | ¢ cteq applications for maximum 3 years after the
Director External evaluators or experts | o 1S APPLcations 1
assisting the Global Health EDCTP3 JU process.
Auditors, European Commission andits |1 yames of the members of the Scientific Comittee,
In order to select among the applicants who best the Stakeholders’ Group and the other governance
fulfil the selection criteria mentioned in the nccess to prsonaldata s lso provide to | P041€5Of the Global Health EDCTP3 U and other types
respective calls for expressions of interest, the s of e Goserming Board or | Prsonal data are published on the website of the
Global Health EDCTP3 U collects and assesses Personal data: e s ey | lobal Health EDCTP3 JU durin the duration of
personal information of candidate members of the - Education: Public interest Artcle 5.1 (a) " existence of the respective bodies.
Ceiontic Committes and Stakehalders. roup Regulation 2048/1725 the selection of members of the Global
cientific Committee and Stakeholders’ Group, - Jeced for th roose of S y +the position of . egulation ; ’
DPO-07-04 |and of the Stakeholders’ Group of the Global | For candidates, personal data i stored by the staff 8 Global Health EDCTP3 JU no P selection process; Legal Offcer and Data 8 & ® P

solely to authorised persons with a legitimate need to know for the
purposes of this processing operation.

notice-and-privacy_en




