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particuiar

thesu
programme;

cJinplementation of U polces and programme;

Evslusion of U programme;

elpesisn of the 1 policies.

lobal Heaitn E0CTP3 1U

Join contrller: The European Commission, the

“internsi o the organisation

0ata subjecs are activeor former U staff who
respond to calsfor expression of inerest and/or
register a5 experts through the Portalt assst
(Global Healtn EDCTP3 1 for the purposes.
descibed inthisrecorc,

operates under a delegation of powers from the
European Commission. In partcular, Globsl

responsivie).

Commision's I toos, n particlar SEDIA, which
Tenders Portal

repostores

xperts through the Porta:

() External experts regstered on the Prtal to
assistthe Globsl Heaith EOCTP3 U or the
urposes descrbed inthis record;

) Delegated actors (persons appointed and

(st entres and administrative tasks via the
Portalon behalf of the externsl expert),

(GlobalHealth EDCTP3 1 staff members

The personal data collected n our processes falls nto several key
categories, ncuding:

dentiication data
st midcle and lat name (inluding maiden name;
egender;

rumber);

“Bpert andidature reference.

Contact data
Bl

voice over 17);

residences).

Education relted data

cademic/research records; academic qualfications);
fareas of expertise and technica skils;

fanguage(s) spoken;

“ersonl data embedded in/ stemming rom publications.

Employment related data

breaks;

periods; lnk to CVin an outside data source; information related o other
former experience, Including on former assistance to the EU entites; and
e review experiencel;

“ork assigaments / roles given in I systems and the roles)of the diata
sublects i them

Financil dita

e name and adress ofthe bank; available funds);

€CTP L.

relted aspects
gty critera refated personsl data

Possile restrictions 35 aid down in Atce
25 Regulation 2018/1725 can apply.

15/2023 laying down internal rules

eselection cteria related personal dats;

Jar Arice 29;

st sublects in elaion to processing of
personal data in the framework of the

the expert

particpation to meetings)

thatis
of personal nature and ke to points lted abore.

uthentication and access data
+EU Login credentials;

o address;

esecurity data/ logn fles.

Incidental and unsalicied dita

st subjects may contan personal dat of third-partis other researchers

ot reveslin racalfethnic oigin; pltical opinions;

[fthese ciata appear inthe documents (CVs; 0 documents; ather
documents) provided by the data subjects

categoriesof data
+Bata concerning health

subjectsin support of claims for specialcosts;
“Iformation on health condiions n supportof requestsfor

st
Information related to health condiions i elevant for:

vt toreceive accommodation and daly allowances, and
reimoursement o ravel expenses): or

+for tggering achange of contractusl conditons (contract
suspension/amendmen).

xerciseof offcalauthoriy vested inthe Union intiution or body:”

(Gobal Heat EDCTP3 1, in partiular
i 3(1)0).

“Rany lega/natural persons with whom the €U
enties are under reg

legitimate performance oftasks within their
competence.

“Research institutons (incuing research
funding bodies with a publicservice mission)

Organisational measures nclude:

Processing by authorised taffon a srict neeckto-know basis
Sttt confidentilty abligations
Role-based accessrestricions through approved user acces (EU Login
and SECUNDAY
Acces ogging and monitoringof system use

 fechnical messures include:

Secure storage of data on Commission servers with backup and
recovery mechanisms

measures)

exception

deeton of data

publicresearch boies from Member Sates or

up involing the EU njint research
programmes with Member States)

iy for (ethics) monitors:the

experts’

expert

. 017748 and
Regulaton (EU) 2018/1725
Processors act only on documented instuctions and implement

projecs.

Machine learning safegusrds (where applicabll:

Conversion of personal data o numerica form
Additonal dta ateraton to prevent re-dentfication
Use of pseudonymisation techniques (e.5. encryption, hashing.
snaffing)

Additions!safeguards:

Dataretention in ananymised or encrypted form for statisicl,
scenticor isorica purposes, where applicable

hitps://www globalhealth-edcips,europa eu/about:

usflegal-notice-and-privacy_en

Adequacy Decision

evsces

Derogations

0P0-02:03

(Grants and prizes award and management

The purpose ofthe processing operations relating o the award,

) proposals are evaluated against the announced creria n
transparent and efective manner;
o) the best proposals are seected for funding:

financial management of the U budget;

E0CTPS U

P
evaluation of the U funding programme s adequate and serves to the
improvement o the future JUfunding programme; and that

of contests for prizesare being properly mplemented.

The purposes for further processing are the following:archiving I the

purposes. The safeguard in place o ensure data minimization s
pseudonymisation.

Global Health EOCTP3 1U

Join controlier: e

“iternal o the organisation
Data subjecs are activeor former Global Health
EDCTP3 JU staff who respond to calsfo prizes
and/or reister through the Portalfor the.

Research Exccutive Agency (REA), and Global

controllership agreement, I this context, the REA.
operates under a delegation o powers from the
i Jar, Global

recora.

 which
Tenders portal

repositores

actions. Personal data rocessing operations may.
relate 0 any other persons whose data s

context of grant management, preparation,
implementation and follow-up

Authorised staff of the U, based on the neec-to-
now principe.

dentcation das
Bt name, middle name & ast name (induding maiden name)
wpender

I document number (passportiothr)

Contact data
Bl

andine, ar, voiceover P et

residences)
mployment and creer related data

employer's webite; department; unction/posion; staf category):

upporting documents relted o travelcots;
eareer stage.

the bak. avabie funds)

s

Avtces 521(a)and 24(1);

iecion rteria rlate personal data
“bward coteri elated personal dta

establishing Horizon Europe, n particuar Arice 29;

4 Tie i

o particiption to meeting)

categories of data:

Based on the need-to-know princple:
“any legal person that s an EU entiy processing,
personal data s described In the corporate
privacy statement or s entied by law,

The administratve time limits)for keeping the personl data per data category:

the

controlers);

<any natural/legal person with whom the Global

Health EDCTP3 JU s under regulatory duty; or
e

10 years

recpient needs the data for leitimate

performance o tasks within s competence

(such as: authorised persons representing the
ber

above (ncluing ol nthe project)

of refugee o displace person))

uthentication nd access data

£

emcurity data/ogin fles

Sensivepersonal dat

“Data related o criminal convicsions and offences’

_en.p).

counties)

after he end

either the last

; email)

the year of

Organisational measures nclude:

Processing by authorised staffon a srict neectto-know basis
staff confidentialy obligations

Acces imite 10 registered users through role-based access ontrol
(€U Login and SECUNDA)
Monitoring an logging of user access acivies

n whicheither
operation

purposes of performing the tasks ofthe relevant
contract,or has

ted persons.

mendment etc )i

available for

entity
the procedures

amendmen, termination, ec)

othr incdental and unsoicted dota

procesing i businessares of the Portal.

subjects withou th request o the 1U

prefrences.

In Reguiation (€U) 2018/1725

exhaustive

ot cats

eave allowance and/or specal necs alowance)

ersonal dat for oneor more specifed orposes.
“Datarelaed to “rimina comictions an offences

thorityvested in the Union nstittion or by

the contract external experts; authorised staft

purposes,

processing operation (external auditor
organisersetc.

event

Categores o the datarecpients:

The categories one or more] of the data
recpients:

the callfor

retenton o

gency
iy other third party:as described above,

ot long
accompiishe

procedure was

recovery mechanisms

measures)
Authentication va the EU Login system

acleton of data

AT systems used are compliant with Commission Decison (EU,

documented instructons.

Adequacy Decsion

adequacy decision, or of
appropriate safeguards,

hid country or an
international organisation is

Raving been informed of the
possibl isks of such

due o the absence ofan

The transfe s necessary for

implementation of pre-
contractual measures taken

eusces

The transfe s necessary for
the conclusion or
performance of a contract
conduded i the interstof

entiyof the operational
controller and another
natural orlgal prson.

Derogations
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Register of personal data processing operations

Data Officer: dat: health-edctp3.europa.eu
DPO-03 Communication activities
Fersonal dat
s e 510 f Repuaton 20181715 cenrt Pl o o e e and sublhioof
- B2Match G, whch provides the B2Match - Contact details e g email address): explic consent Artice 5.1(0) of photo and video sessions on the
o0l N Repaion IS5 Sopesth t0053 1 bt e crcion .
personal data is processed by Global Health - European Commission senvices managing - rofessionaldata (e.g. Organisaton's couriy. area of work,roe}: 1 medts icwilbe k o
o010 e et ; oot wacrones 5 Tons s orant s S o e 18755 phn o S
arsemen:of e Goba et EOCT3 o . Dol v, | oo s tcical et e, P arsen Global Health EDCTP3 1 fture publcations . ey sotent)
DrO.0301a) (1o day e oy 3 T g A WA " personal data concerned;
actvite. This includes ensuringaccountab nfo da. dattional ol en
puposa of sending novs, rowslate s, N
s communication vanspare niaions o e Gl HunhEDCTPGJu o icosan 33, eams know bass Microsoftsenices, please
e hcaton,ad et ovors (st incae m dta st i o ke s
i consent inthe registration form for the Gmua\ ‘ lobal Health EDCTFS.
o £GP 1o con you e withinternatonal projectsof th arganisaton purpose of sending news,newsleter or
ndior koep yous e i e 1 nform data invtations o uture labal Health E0CTP3 1y
subject for flure events) events.
partcpant)
cocres
personsl data:
eocrea., cr Regulaton (EU) 2018/1725, a5 ncessary or the organistion ant
e organisaton esons regtered tthe Glol et E0CTFA 10 ransgementot he worohon | e comers i .10 ot Regiaton
300 Processors: il 2018/1725 ibe ke "
speciicaly, s EspeanCommision sancos marogi oo have registered o recive isai gulaton ()
oro.zaots) nais reuied o resscering pri o ey ool s Teams|fommonstonsonspeoming g &l (9% e i a s or oot concerne st gt oot curop rufphont "o
T ers, M, G e comtcaion o fomaon |2 et utby bl Heath E0T+3 10 e X715, G wh gk n o o 0 oo |24
(rvough the use of a newsiater) e e e Regulaton 2018/1725 withdrav ther consent o th use of their dat.
Assocition. conducted by the EDCTP Association. Bluesky, YouTube and X), including sreaming fo promotion purposes. " .
format
Addiionaly,under the daa subiects consent given duringin the event - Photos or vdeo recordings: expicit consent Artice .1(d) f Regulaton|
m 20181725
alowing or future outreach regarding upeoming activie.
ersonal data:
ablshinga st of emall adresses to whid “General pubic having requested o explcty - ersonsl detats ¢, frst pame and ast name) )
Estalishing s of emall addresses Lo which consented o remain in the Global Healt EDCTPS - Contactdets (e, e-mall adcres).
E-nevsieter subscription and related g o |- . oceupalion) Team; 31 December 2031 Faard o he e her hitps://ww global-health-edetp3 europa eu/about .
OPOORR2 o formation st events, et dother |1 eh Maie ,alerts, - i ' o b External service providers (... EG DG DIGIT) | consent, for al tyoes ofdata processed. personal data < N
inviations to event,alets, e news, and ther | 1Us websie. and other relevant information from th Global
elth EOCTP3 1. o frowbosts
detat).
ersonal data:
Joint contrallr: European Commission servces Regulaton (EU) 2018/1725, Explicconsent Aice 5.1(d) of Regultion
U Survey ool (DG DIGIT). 2016/1725. Clobal ealth EDCTP3 U saff meroers
colectng persont aaforth purpoesaf rocesor WA pokeisbysuportng ol
ot St o Regulaton 2018/1725, (Global Health EDCTP3 1 contracors): Only
173 0 eventan plaven parts of personal dta know bass
S ommoncation Team, | -CoMactdetals (0., emallacess): Pusic interest Aric 5.1 e e, emailadress) for | 11O o t .
oPo-0303 s ews,newsiter o invitations o fuure Global | Suveytol. lobalHealth EOCTF3 10 Communicaton Team. | Reguaton (EU) 2018/1725, Explcit consent Artcke 5.1() of Reguition e e e o |processed o usflegalnotice-and-privacy_en A
2 forthe et EDCTPS 1 v ot o e ot 201811725 aice . 1 purbose of sending news, newsleter of mmision
cosineras ot itors o e Gbal e 0CT730 Securetranste o data
sl the GlobalHealth £0CTP3 o send you s Specil ctegories of personsl data O commision and s s
ncwsater ndfor ke your dt i arder o W;M Commisionand s sr
inform thedata subjectfor uture events) | i
security orsocal protection law): Expitconsent Arice 5.1(d)of
Regulation 2018/1725.
withcontroller:Securiy Servceof the White
ersonaldata Atrum buiding Global Health EDCT?3 U
+dentiicaton data uch as, Name, Surname. Executive Director; Global Health EDCT?3 U
i & Folesdoa dat:suh v Posion e Conte and staf: Asistant of the Executve Director, egal
sccountabilty and organisation/nsttutir Offcer and Data Protection Officer(s), External s dealn
municationransparency/awareness/education/promotion Comiat o s, emal s luators o experts asssting the Global Health . .
purposes processors: X E0CTP3 U: Audiors, European Commision and
- xternal contractors (645 -Belgum) responsie shared content where applcable it servces, EOPS (when conducting supervisory
(mcaseofa [ATYnaturalperson actingon a privte bss of  Partidpation data: such a ispay name and attendancestaus actiies such a5 audts,investga [ y
s Acess b our personnel o thirdpartespersonnel willoiy be on a
purn b premises of handing complants. Discosure n these
193 meetings 1 por the Global Health) A i ocaeswii ol supardsryprocdray, (1101 nd te
oro-0308 b lobal Heslth E0CTP3 1u - Wicrosotreland as Cloud Sevie rovider | ¢4 L 5 1) Reulation 2018/1725. WA WA Polce/ fiewals are alo appled. us/legal-notice-and-privacy_en e
satt the GlobalHealth EDCTP3 U t provide partipants with further (C5P), based o lensing agreement between the e e e
information on particular meetings n the utu Global Heslth EDCTP3 1 and Niroso lobal Health EDCTP3 U staff partcipating i he legalbass such asa formal request for & Dedentificaton of personal dta when they are 1o
‘. - Microsoftasthe provider of M5 Teams ines subjects Artice 5.1(d) o Regulaton 2018/1725 ciminal ncestiation o  ega obigaton under purposes oullned n s record :
intum s Licensing Solution Provider (157 £ ornational law fo securityor orany partyin
soecial categories of data crimesprevention purposes). e aeosenor s s
o i Thirdparte,such as an externalsenice preventsthe JUfrom de-dentifing ther
data on your et etc). provirarllonedtoproes v prson
018/t data on our behaf o our expliciwr
ntescion, oy e erureht e s
Fersonaldata The name and b e ofthe staf mermbers, 23 o
personal dat is processed for the purpose o organisation and e oy wellas the photograph fonly in case of provided
purn e Processor. - profesion ob e forintranet:Explct consent Aric 5.1d) of consent) are accessble by the Global et Forany potentl
re-using, publishing - Microsoft Iriand as o Service Provider Segniathn 30081725 EDCTP3 U staff and s external providers internationa data ransfers
1 staff on the Glbl Health 0CTP3 U ntranet, and re-publshing (CSP), based on ersing agroement betvoen - mber through the Giobl Health EDCTP3 U nranet. | Untithe end
oPo-0305 iteand other sodal media and platforms a3 theintranet, bt lobal Heslth E0CTP3 1u e Giobel Healh EDGTP3 JU and Microsoft. e, Artice 156) b o andapplcaie ransfer
o eocres v rice 5.1(0) of Regulation 2018/1725. mechanismsfor theu

et and o 5 wel o s pramies.

rewiateror ot
municaton pltforms used by Giobal Health EDCTP3 ol
nderakin el o decorauon ppeses 1 7 reises

- Inetum as Licensing Soluors Provider (LSP)

of Regulation 2018/1725.

5.1(0)of Regulaton 2018/1725.

prodd e publcy bl on e et of
the Global Health E "
{or dcorto o th Gabal st E0CT7 0
premises are publcly avalable for th vistors.

Global Health EDCTP3,
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Register of personal data processing operations

Data Officer: data-p i gl health-edctp3.europa.eu
4 Adequacy ecision
e 5.1(0) of Regulaton 2018/1725
Profession e.. organisation, organisatio type, function i the
i 5.100) of Regulaton 2018/1725
For the spansored particiants,the processor,
Frocessing of personalcata i the rameviorkof managing the el conference and inperson partcipation: Public nterest~ Arice 51(a]of cecolorma S wilalso rocess the above data Appropriate techncaland organisational measures to keep personal
€0CT?3 forum for following purposes e el
*To allow partcipants to regser, 0 o attend the Forum; o
*To provide periodic reminder abaut the Forum; T et e . signatures for theaccommodation allowance. | agregation). 9
* To provide access to the venue of the Forum; . "
* Tomanage partgation  heevnt e e - regstration desk. following he st fllow-up action. N ) ",
DPO.G3.06 | Management o the Twelfth EDCTPS forum g Global Health E0CTP3 1U of the tool stova) Publicnterest - Artide 5.1a) of Regultion 2018/1725 WA ves
purpose of managing the . . the under Horizon & : 1906) the the [ bank b 135, when in =
channels (social media and websies): bank deta el P 1oyears 4
*To prepare aggregated tatisca eports; : the event.
+To reimburse expenses for the sponsored particpans:
*+ To subscribe o the Global Health EDCTP3 U newsleter site i
* To form particants for future Glabal Health EDCTP3 1 events recrest=Arile (o) of Regulaton 201872725 »  irstname,astna that period measures, sk secury of he devie 1
*To increase networking apportunities amongst partcipants. email address, county,organisation,and st g
postion.
rtce 5.1() of Regulation 2018/1725
Soecial categores of personal data
Derogations
ramework of the regsraton to the conference and in-person
partcipation: Arle 10(0)of Regulation 2018/1725
1 Submision, management and evaluaton of
dentiicaton and contactcetas: it name, e, adaress
- rofessionaldetafs: organsatin,functon, country
.
Data processed al paricipants
- denticaton and contactdetal:name, emal
it comolr: 077 Asaston el . - rtesionl eas:crosaon, e ncien
stendance
submission and for the purpose ofthelr evaluation. Global Health i Forum 2027 v b Beecutive Director, Asistant of the Executive
. g attend, ol in the Forum ersonal
atending i person o
processor. i
op0.0306m : bt et oCTE0 " ettt o (s s o e 202 st h o e ampering ordestructon.Acces by our prsonnel o third parties hitps://wiww lobal health-edctp3.europa.eu/about o
networing, related o E0C posters, picures, videos and g Photo, phons number,shot bio oot the EOCTP Forum 2027
oromation of the event. Sl d frewat re i spple
oot e o v scenifc publcation. evlutionafabiracs and scirc sympos tionaldata (sponsored partidpants): Bropmancammas "
" . event registration, oiine networking, n-person e e of it and polce where requires
Jour abitractin a scintiic publcation. B
(orontderof vanesin) - inancis data: bk detais,reimbursement address
sadge printing
-Name,organistion, function, country, registration number
3.promotion o the event (Consent - Artice 5 1) EUDPR)
- Photos and videos
- publication on website,newseter and sodal media
- Webstreaming an recording o sessions
(Globl Healh EDCTP3 JU Communication
Toam
Extema service providors of Giobal Hoalh
EDCTP3 JU, namely Netcompany and
The accessibiy of personaldaa s Sicty | porsonal dat Mokamendo Niodia (o ho pupase of
contrlled based on he type of data and the . fiation orgarizaton o a sries of photography and
(Organization of a series of photography and N purpose for whichitis processed. Photos. o mandate of ity messres
Video sessions in Afrca inlocalinstitutions N Frocessor: Netompa - Research staff is datais granted sokly on a noec-to-know |-Videos, and e creaton o a phofofideo brary of | 2612 83 P i 202 e 0 | tpsy o globalhealth-edctos curop. eu/about
orosar alntugon o o e | GobaIHeath EDCTPI processor Necompary - Reathworers basis, NA NA o dod by GoblHeal EDCTF3 JU No
U " w. " s vithin Global Healh EDCTP3 JU. This policy |+Date of birt e Y 2
U for communication purposes. 1o protect the confidentiaity and Acdress st o-4oow basis
integrity of your data, minimizing th risk of hoto and video sessions on the websie of
unauthorized access. Globl Health EDCTP3 JU bt aso the
o inese materals in newsieters,
social media accouns (Lnkedin X, Buesky.
YouTube) and for Global Healt EDCTP3 JU
futur pubicatons
Fersonal data:
Creaton and useof ajournaliss' contact maling procesor: ream; |For e retme s global health-edeta.europa.eu/sbou
0700308 e Global Heslth E0CTP3 1U - NetCompany (using Maller) Jouralists Giobal Health EDCTP3 1U Communicaron Team A ClobalHealth EDCTPS JU Communicatin Team; | For the fetime of o personaldata concerned; o lobalhealth-edcto) out No
nevtetter i R of Reulation 2018/175. ides s and 10001 Exteral srvice provders. consent, or all types of data processed o
I nd other i ent such as: - Contact detats (e.g. email). Expict consent Arice 5.1(¢) of St e
events, alerts, e-news, and ather relevant nformation
DPO-04 Administration, Finance and Audits
Commission and it senvices: Accouning Offcer
ofthe
personaldat i collected in the conductofchecks Fersona) data European Courtof Auditors:
Fersons data s colected  he conduct o e Joint controler:Eurapean Commisson ossilerestctionsa id down n i | oS Courtathutors 12020 external audts and conrols,publshed i the onine
prantape degroo): Legal obigation Atice 5.1(0) o Regulation 20181725 25 Regulaton 2018/1725 can appl furors public Register of the DPO under reference number OPR-EC-
serice or expert contacts aimed at veryng processors: s are performed by the oba) et Executve Oirector; [ GiobalHealth EDCTP3 Governing board | 17 e
eneficary'sor contractor's o subcontractors or ; v “Tenderers and applcans'data i case oflgal | Global Health u Mangemen; " § 3 European Data rotection Supervisor;
s s snplanc it ol contcal | el A Seeof e uropeon s vt tosiond y o e concerming esrcions f e (111 S res el s provers 10yeasfe e st o .
DPO-0401 [ External auditsand excpost ontrols oo Giobal Heslth E0CTP3 1U err o et EDCTFS o e e exparionce, koowedge of , . chy “ " g esureofthe No
pupeeof theconrl ko ceck et e roess i o utopn oo | SV roWes of Gl Heah DCTFS .| sapprt st oot e 8175 s achapr rocesnaol oo dus e[l adtors) e aer e o i b e undetehrence mumoer P EC 045
e provsions o e grntapeementor Corprse I o, uch ¢ CONBASS, AUDEC 30t e [ e
asscss th legalty and regularity o the o GlobalHealth 10 Governing Board. gercer, raionatty, opy. eesl Controland Audit Manager,Head of The poldes are piblished on the Global Health E0cTP )
Court o Audltors, ECA specific I tolsare used 018/ 3(0)d)and (. websit: nitps://ww global-healh-<dctp3.curopa.cufabout
wansaction underling th implementation of the Administzation & Finance, Gaa Protecton .
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