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PROTECTION OF YOUR PERSONAL DATA

This privacy statement provides information about the processing and the protection of your
personal data.

Processing operation: Processing of personal data within the framework of the legal and financial
newsletter subscription and related information for representatives of beneficiaries of Global Health
EDCTP3 JU grants.

Record reference: DPO-03-01-c)
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1. Introduction

The protection of your privacy is of high importance to Global Health EDCTP3 Joint Undertaking
(hereinafter referred to as Global Health EDCTP3 JU). Global Health EDCTP3 JU is committed to
respecting and protecting your personal data and ensuring your privacy rights.

All data of a personal nature processed within the framework of the legal and financial newsletter
subscription and related information for representatives of beneficiaries of Global Health EDCTP3 JU
grants, namely data that can identify you directly or indirectly, will be handled fairly, lawfully and with due
care.

This processing operation is subject to Regulation (EU) 2018/1725 of the European Parliament and of
the Council of 23 October 2018 on the protection of individuals regarding the processing of personal data
by the Union institutions, bodies, offices, and agencies and on the free movement of such data. The
information in this communication is given pursuant to Articles 15 and 16 of Regulation (EU) 2018/1725.

This Privacy statement provides detailed information on all types of data that can be processed in the
context of the legal and financial newsletter subscription and related information by Global Health
EDCTP3 JU for representatives of beneficiaries of Global Health EDCTP3 JU grants.

2. Controller/ Joint controllers/Processors

The relevant processing operation is under the responsibility of the Executive Director of the Global
Health EDCTP3 JU, acting as the Data Controller. Your personal data are processed based on applicable
data protection legislation by Global Health EDCTP3 JU, Avenue de la Toison d’Or 56-60, 1060 Brussels,
Belgium. The Global Health EDCTP3 JU can be contacted by post at following address TO 56, 1049
Brussels, Belgium, or by email to Info@global-health-edctp3.europa.eu

Global Health EDCTP3 JU has appointed a Data Protection Officer (DPO). The task of the DPO is to
ensure, in an independent manner, that Global Health EDCTP3 JU complies with the data protection law
and protects individuals’ rights and freedoms by effectively protecting their personal data. The DPO of
Global Health EDCTP3 JU can be contacted by post at following address TO 56, 1049 Brussels, Belgium
or by email at data-protection@global-health-edctp3.europa.eu.

The data processor is the external service provider that handles the newsletter: Mailjet (company based
in 43 rue de Dunkerque,75010 Paris, France). EU Survey is also a data processor, please find the
relevant DPN here.

3. Why and how do we process your personal data?

Your data is collected and processed within the framework of the legal and financial newsletter
subscription and related information for representatives of beneficiaries of Global Health EDCTP3 JU.
Data are processed for the purpose of subscribing to the Global Health EDCTP3 JU's electronic financial
and legal newsletter and establishing a list of email addresses based on consent through EUSurvey or
by sending an email to finance@global-health-edctp3.europa.eu. Each issue of the e-newsletter is sent
to this list: sending emails, invitations to events, alerts, e-news, and other relevant information.

Our approach ensures that your data is managed in compliance with relevant legal and regulatory
requirements, safeguarding its confidentiality and integrity while facilitating efficient and transparent
operations within our organisation.

Page 2 of 5
Processing of personal data within the framework of the legal and financial newsletter subscription and related information for representatives of beneficiaries
of Global Health EDCTP3 JU grants.


mailto:Info@global-health-edctp3.europa.eu
mailto:data-protection@global-health-edctp3.europa.eu
https://www.global-health-edctp3.europa.eu/document/download/730181a3-b2e2-4ef9-9c3f-696cf4aa53eb_en?filename=Privacy%20statement%20on%20EU%20survey%20tool%20for%20event%20registration.pdf
mailto:finance@global-health-edctp3.europa.eu

. ./
ALY
Global Health

EDCTP3

Co-funded by ST
the European Union RS

We process your personal data to send you newsletters via e-mail if you subscribed to our legal and
financial newsletter and explicitly expressing your wish to receive our newsletter. As a subscriber of the
legal and financial newsletter, your personal data is processed by the Global Health EDCTP3 JU to allow
us to establish a list of email addresses to which each issue of the e-newsletter is sent, to send emails
and invitations to events, alerts, e-news, and other relevant information relevant to legal and financial
matters and to collect statistics to improve the quality of the newsletter.

Your personal data will not be used for automated decision-making, including profiling.

By managing these data carefully, the process ensures compliance with relevant regulations and
standards, while striving to maintain transparency, efficiency, and impartiality in selecting qualified
individuals for these roles.

Your personal data will not be used for automated decision-making, including profiling.

4. Categories of data subjects

The data subjects involved in this processing are representatives of the beneficiaries of Global Health
EDCTP3 JU grants, having requested or explicitly consented to be part of the Global Health EDCTP3 JU
database and to receive emails, invitations to events, alerts, e-news, newsletters and other relevant
information from the Global Health EDCTP3 JU on legal and financial matters.

5. Which personal data do we collect and further process and on which legal grounds?

When you subscribe to our newsletter, we process the following data you provide us with:

- ldentity information, such as your first name and last name;

- Contact details, such as your e-mail address;

- Name of organisation that is beneficiary of Global Health EDCTP3 JU that you represent;
- Global Health EDCTP3 JU project to which your organisation participates.

We receive most of your personal data directly from you. If we receive personal data about you from a
third party, we will inform you about this or ask the third party to inform you about this.

In particular, the lawfulness for processing the above data for the use of the legal and financial newsletter
is Explicit consent Article 5.1(d) of Regulation 2018/1725.For further use for statistical purposes the
lawfulness is Public interest Article 5.1(a) of Regulation 2018/1725. The specific legal basis of the
processing is Council Regulation (EU) 2021/2085 of 19 November 2021 establishing the Joint
Undertakings under Horizon Europe, including Global Health EDCTP3 JU, in particular Article 19(6).

By adhering to these frameworks, we ensure that all personal data is processed lawfully, transparently,
and with respect to the rights and privacy of the individuals involved.

6. Who has access to your personal data and to whom is it disclosed?

The accessibility of personal data is strictly controlled based on the type of data and the purpose for which
it is processed. Access to this data is granted solely on a need-to-know basis, ensuring that only
authorized personnel within Global Health EDCTP3 JU staff members have the ability to view or handle
the information. This policy helps to protect the confidentiality and integrity of your data, minimizing the
risk of unauthorized access.
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Global Health EDCTP3 JU legal and financial team has access to your data. We also rely on the external
service provider Mailjet for the registration and management of subscriptions to our newsletter.

Third parties are only allowed to process your personal data on our behalf and upon our explicit written
instruction. We also warrant that all those third parties are selected with due care and are committed to
observing the safety and integrity of your personal data.

We do not send your personal data in an identifiable manner to any other third party than the ones
mentioned above without your explicit consent to do so. However, we may send anonymized data to
other organizations that may use this data for improving our activities or services.

7. How long do we retain your personal data?

Your personal data are processed for the time of the setup of the Joint Undertaking ending on 31
December 2031 or up until such time where you withdraw your consent for processing them.

8. How to withdraw your consent and the consequences of doing this?

You have given consent to the processing of your personal data for the present processing operation
when you subscribed to the newsletter of the Global Health EDCTP3 JU newsletter (Article 5(1)(d)
Regulation (EU) 2018/1725).

You can withdraw your consent to the newsletter subscription at any time by sending an email to the DPO
at: data-protection@global-health-edctp3.europa.eu or to finance@global-health-edctp3.europa.eu

Please note that withdrawing your consent does not affect the lawfulness of any processing based on
your consent before this consent is withdrawn.

9. How do we protect and safeguard your personal data?

The Global Health EDCTP3 JU implements the following technical and organisational measures to
safeguard your personal data: staff dealing with this processing operation is designated on a need-to-
know basis; appropriate technical and organisational security measures, giving due regard to the risks
inherent in the processing and to the nature of the personal data concerned.

10. Transfer to a third country or international organisation

The Global Health EDCTP3 JU processes your personal data within the European Economic Area (EEA)
and does not transfer it to a third country or international organisation.

We rely on the external service provider Mailjet for the registration and management of subscriptions to
our newsletter. This service provider is based in France and explicitly states its GDPR compliance with
its Mailjet Personal Data Protection and Privacy Policy | Mailjet

11. What are your rights and how to exercise them?

As ‘data subject’ you have, under Chapter Ill (Articles 14-25) of Regulation (EU) 2018/1725, specific
rights. In particular:

e You have the right to request access to all personal data processed by us pertaining to you.

e You have the right to rectification, i.e., to ask that any personal data pertaining to you that are
inaccurate, be corrected.

e You have the right to withdraw your consent for processing of your personal data.
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e You have the right to erasure, i.e., to request that personal data pertaining to you be deleted if
these data are no longer required in the light of the purposes outlined above in Heading 3.

¢ You have the right to restriction instead of deletion, i.e., to request that we limit the processing of
your personal data.

e You have the right not to be subject to a decision based solely on automated processing of data,
including profiling, if such decision has legal effect on him or her, except for certain situations,
such as entering a contract (as required by articles 14-16 & 24 of the Regulation (EU) 2018/1725).

e You have the right to data portability, i.e., to receive from us in a structured, commonly used, and
machine-readable format all personal data you have provided to us if the processing is based on
your consent or a contract with you and the processing is carried out by automated means.

Possible restrictions as laid down in Article 25 of the Regulation (EU) 2018/1725 can apply based on
Global Health EDCTP3 JU Governing Board decision n°18/2023_laying down internal rules concerning
restrictions of certain rights of data subjects in relation to processing of personal data in the framework
of the functioning of the Global Health EDCTP3 JU, in particular Articles 3(1)(k), (h), (g) and (j). Moreover,
restriction already foreseen in the EU Financial Regulation, in particular Article 142.

If you would like to exercise your rights under Regulation (EU) 2018/1725, or if you have comments,
questions or concerns, or if you would like to submit a complaint regarding the collection and use of your
personal data, please feel free to contact the Global Health EDCTP3 JU’s Data Protection Officer by post
at the following address TO 56, 1049 Brussels or by email at data-protection@global-health-
edctp3.europa.eu.

The European Data Protection Supervisor (EDPS)

If you consider that your rights under Regulation (EU) 2018/1725 have been infringed as a result of the
processing of your personal data by the Global Health EDCTP3 JU, as a data subject, you have a right
to recourse to the European Data Protection Supervisor (EDPS) at any time by e-mail to
edps@edps.europa.eu or a letter to the EDPS postal address marked for the attention of the EDPS DPO:

European Data Protection Supervisor
Rue Wiertz 60

B-1047 Brussels

BELGIUM

For more information on the EDPS, please consult their website: https://www.edps.europa.

12. Where to find more detailed information?

The Global Health EDCTP3 JU’s Data Protection Officer (DPO) publishes the Register of all processing
operations on personal data by the Global Health EDCTP3 JU on the website. The Register can be found
here.

This specific processing operation has been included in the Global Health EDCTP3 JU Public Register
with the following Record reference: DPO-03-01-c)
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